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Abstract

This study explores predicting network performance degradation in wireless and Ethernet connections using three machine learning algorithms:
XGBoost, Logistic Regression, and Multi-Layer Perceptron (MLP). Key metrics, including accuracy, precision, recall, F1-score, and AUC-ROC,
were employed to evaluate model performance. The MLP classifier achieved the highest accuracy (98.7%) and AUC-ROC (0.9998), with a
precision of 1.0000 and recall of 0.8622, resulting in an F1-score of 0.9260. Logistic Regression provided reasonable baseline performance, with
an accuracy of 93.67%, AUC-ROC of 0.9565, and an F1-score of 0.5992, but struggled with non-linear dependencies. XGBoost showed limited
utility in detecting degradation events, achieving an F1-score of 0 despite a perfect AUC-ROC (1.0), indicating sensitivity to imbalanced data.
Through hyperparameter tuning, MLP demonstrated robustness in capturing complex patterns in network latency metrics (local_avg and
remote_avg), with remote_avg emerging as the most predictive feature for identifying degradation across both network types. Visualizations of
latency dynamics demonstrate the higher predictive relevance of remote latency (remote_avg) in both network types, where spikes in this metric
are closely associated with degradation. The findings underscore the effectiveness of using latency metrics and machine learning to anticipate
network issues, suggesting that MLP is particularly well-suited for real-time, predictive network monitoring. Integrating such models could
enhance network reliability by enabling proactive intervention, crucial for sectors reliant on continuous connectivity. Future work could expand
on feature sets, explore adaptive thresholding, and implement these predictive models in live network environments for real-time monitoring and
automated response.

Keywords: Network Performance Degradation Prediction, Machine Learning In Network Monitoring, Wireless and Ethernet Latency Analysis, Predictive
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1. Introduction

Modern organizations rely on network infrastructure for daily operations, communication, and seamless data exchange,
making reliability a core focus. Disruptions can cause service outages and affect both internal and customer-facing
processes. Research [1] highlights that network reliability is crucial to prevent cascading failures that disrupt business
continuity and cause financial losses. The rise of digital platforms has increased the need for robust infrastructure.
Companies like Google have invested in fiber optics to improve connectivity in underserved areas, boosting operational
efficiency and engagement [2]. Network management is vital for secure communication, sustaining relationships, and
ensuring organizational integrity [3]. The shift to cloud computing emphasizes reliable networks to maintain service
levels and customer satisfaction [4]. Network performance degradation remains a challenge, with common factors like
high latency, packet loss, and bandwidth issues.

High latency impacts application responsiveness and is often caused by congestion, routing inefficiencies, or long
distances, especially in WANS. Studies [5], [6] note that traditional synchronization algorithms can worsen latency
issues, particularly in high-latency environments, while [7] emphasizes that heavy loT traffic leads to delays,
complicating real-time data processing. Server downtime poses a significant challenge to maintaining network
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performance, often stemming from hardware failures, software bugs, or planned maintenance. In cloud environments,
downtime can disrupt virtual services and impact SLAs, with research [8] noting that server reboots to fix anomalies
can affect service accessibility. Inefficient VM migration, intended to balance load, may also introduce downtime if
not managed properly [9], [10].

Effective planning is critical to minimize such interruptions. Addressing latency, packet loss, bandwidth issues, and
downtime requires strategic network management and a deep understanding of network dynamics across diverse
scenarios and infrastructure setups. Managing wireless and Ethernet connections adds complexity due to their distinct
characteristics. Ethernet generally offers stable, low-latency performance due to its wired nature, minimizing
susceptibility to interference and maintaining consistent performance [11]. Conversely, wireless connections are
flexible but prone to environmental factors, such as signal attenuation and interference from other devices, which can
lead to higher latency and performance variability [12]. Physical barriers and external interference exacerbate these
fluctuations, making wireless networks inherently less stable than Ethernet [13]. Complex wireless routing paths further
contribute to higher latency due to signal propagation delays. Unpredictable network issues can disrupt operations,
causing financial losses, reduced productivity, and reputational damage. With mobile devices and cloud services deeply
integrated, quickly identifying and resolving network anomalies is crucial [14]. Issues like high latency, packet loss,
and security breaches can lead to service outages, impacting business continuity and customer satisfaction [15]. Failing
to address latency spikes or packet loss promptly can result in delays and user frustration [16]. The increasing
sophistication of cyber threats, such as DDoS attacks, underscores the need for proactive detection [16], [17]. Machine
learning (ML) and deep learning (DL) enable real-time anomaly detection, allowing operators to take preventative
action [18]. Combined with software-defined networking (SDN), real-time monitoring dynamically adjusts network
settings, enhancing resilience to network issues [17], [19].

The primary goal of this research is to develop predictive models that accurately forecast network performance
degradation in wireless and Ethernet connections. This study employs three ML algorithms—XGBoost, Logistic
Regression, and Multi-Layer Perceptron (MLP)—to predict degradation events based on historical network data. Each
algorithm has unique strengths in handling classification tasks, and this research seeks to evaluate their performance in
predicting network issues, such as latency spikes and connectivity drops. Through a comparative analysis, the study
aims to determine which of these algorithms provides the most reliable and accurate predictions, thereby offering
valuable insights into their applicability in network management contexts. This research utilizes two distinct datasets,
one for wireless network data and another for Ethernet network data, to capture each connection type's unique behaviors
and performance characteristics. Key variables include timestamp, location, source, local_avg, and remote_avg,
representing various network activity aspects. The target variable, network performance degradation, is defined based
on these indicators, allowing the models to identify patterns associated with network issues. To assess the effectiveness
of each predictive model, the study involves training and testing on both datasets, followed by a comparative analysis
of accuracy, precision, recall, and other relevant metrics. The findings contribute to the field by exploring how different
supervised learning models predict degradation events across wireless and Ethernet environments, providing insights
that can enhance proactive network management strategies.

2. Literature Review

2.1. Network Performance Degradation

Network performance degradation can be attributed to several common causes, including network congestion,
hardware limitations, interference (particularly in wireless networks), and cable damage in Ethernet connections. These
factors are critical in affecting network efficiency and reliability, leading to disruptions in service quality and user
experience. Network Congestion is one of the most frequent causes, occurring when the demand for bandwidth
surpasses the network’s capacity. Congestion leads to packet loss, increased latency, and, consequently, a decline in
network throughput. For example, Golgiri and Javidan explain that congestion can result in wasted energy through
packet retransmissions, which impacts energy efficiency and service quality [20].

Network degradation often manifests through various indicators, including high latency, increased response times,
frequent disconnections, and packet loss. These indicators provide valuable insights into network health and are
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essential for diagnosing performance issues. High Latency is a common symptom of network degradation, where delays
in data transmission result from congestion, inefficient routing, or long physical distances between nodes. Yang et al.
describe how high latency can impede synchronization algorithms in wireless sensor networks, leading to errors and
inefficiencies [6]. In the context of high-performance applications, Geng et al. note that even slight increases in latency
can severely impact operations, particularly in latency-sensitive environments such as deep learning networks [21].
Increased Response Times are closely related to latency and indicate underlying network issues. Raju and Manjunath
propose a method to measure response times, suggesting that delayed responses often correlate with packet loss and
can reflect broader network performance challenges [22].

To effectively explain network performance degradation and its effects, mathematical expressions can provide clarity
on key metrics such as packet loss, which are critical indicators of network health. Packet loss is a critical indicator of
network congestion and reliability. It is calculated as the ratio of lost packets to the total transmitted packets:

P1055 — Pent _P Preceived X 1 0 0 % (1)

sent

High packet loss can signal serious network issues and typically results in increased latency and decreased throughput.
Together, these equations encapsulate the key aspects of network performance, helping quantify the degradation
indicators discussed in this section.

2.2. Machine Learning in Network Monitoring

ML applications in network monitoring and analysis have significantly advanced areas such as anomaly detection,
traffic classification, and fault prediction, providing new avenues for managing and optimizing network performance.
In the field of anomaly detection, ML techniques have proven effective in identifying unusual patterns in network
traffic that could indicate security threats or performance issues. Jadidi et al. explored using ML algorithms to analyze
logs from Industrial Control Systems (ICS), which can reflect system behaviors and help detect anomalies indicative
of potential threats [23]. In another study, Sokolov et al. applied classical ML algorithms, including K-means and Naive
Bayes, to detect anomalies in industrial settings, demonstrating that these techniques are both scalable and efficient in
real-world applications [24]. Moreover, Nusrat emphasized the need for ML-based anomaly detection in Internet of
Things (loT) networks, where the vast number of connected devices generates complex and voluminous data, making
traditional monitoring approaches less effective [25].

Kernel-based methods are another ML approach that has proven effective in modeling non-linear patterns. Montesinos-
Lopez et al. discussed how kernel methods, integrated with ML algorithms like Support Vector Machines (SVM), can
accurately model complex, non-linear data distributions, making them suitable for large-scale network data analysis
[26]. Kernel methods enable the transformation of data into higher-dimensional spaces, capturing intricate relationships
that traditional methods may overlook. Lépez et al. also demonstrated that sparse kernel methods enhance
computational efficiency while maintaining the ability to detect non-linear relationships, which is particularly useful
in high-dimensional network data [27]. DL models have further enhanced ML’s capability to manage non-linear data
patterns in network monitoring. Konanur et al. explored the use of CNNs and RNNs for processing non-linear data in
network analysis, noting that these architectures excel in handling the hierarchical and temporal aspects of complex
network traffic [28]. These deep learning architectures can learn hierarchical data representations, which is particularly
advantageous for analyzing the multi-dimensional nature of network traffic data. The use of LSTM-based deep learning
techniques in this intrusion detection system (IDS) proves highly effective in handling dynamic, non-stationary network
data, enabling the system to accurately detect evolving patterns of network behavior and malicious activities in real-
time [29]. This adaptability ensures that ML techniques can efficiently address the unique challenges presented by non-
linear network data.

2.3. Related Work on Predictive Models

Gradient Boosting algorithms, especially eXtreme Gradient Boosting (XGBoost), have become popular for predictive
modeling in various domains thanks to their high accuracy and ability to handle complex datasets. XGBoost is a
scalable ML system that has been optimized for speed and performance, making it particularly well-suited for large-
scale data applications. Numerous studies have demonstrated the superior predictive capabilities of XGBoost,
positioning it as a leading choice for tasks requiring both precision and computational efficiency. One of the primary
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advantages of XGBoost is its accuracy. For example, Jiang et al. reported that XGBoost achieved an impressive area
under the curve (AUC) of 84.8% in predicting overall survival for patients with renal cell carcinoma, outperforming
other ML models in their study [30].

Logistic regression has become a valuable tool for binary classification tasks in network monitoring, particularly in
applications like anomaly detection and equipment failure prediction. Its simplicity and interpretability make it a
preferred choice in scenarios requiring clear, actionable insights from model outputs. Numerous studies have applied
logistic regression to network-related challenges, highlighting its effectiveness in identifying system vulnerabilities.
For example, Muideen et al. developed a logistic regression classifier for predicting failures in air pressure systems,
demonstrating its utility in real-time applications [31]. Similarly, Huang et al. used logistic regression within wireless
sensor networks to assess reliability, showcasing its capability to model relationships between predictors and the
likelihood of system failures [32].

MLP have become essential tools in predictive modeling for network performance, owing to their capability to capture
non-linear dependencies and complex feature interactions. MLP, as a form of feedforward neural network, contain
multiple layers that allow for deep representation learning. This layered structure is particularly effective in network
environments where relationships between performance metrics and other variables are often non-linear. For instance,
[33] emphasizes that even a single hidden layer in an MLP can approximate complex non-linear functions, highlighting
the model’s flexibility and its adaptability to diverse data structures. This attribute makes MLP well-suited for
analyzing complex network behaviors, which are often characterized by intricate interactions that linear models cannot
adequately capture.

3. Methodology

The flowchart in figure 1 outlines the research methodology, beginning with Data Collection and Preparation to gather
and clean datasets, followed by Data Preprocessing and Labeling to remove outliers, engineer features, and label
degradation events. Next, Model Selection and Training involves tuning and training XGBoost, Logistic Regression,
and MLP models. In Model Evaluation, these models are assessed using metrics like accuracy, precision, recall, F1-
score, and AUC-ROC. Finally, Visualization and Comparison provides insights through ROC curves, feature
importance plots, and confusion matrices, enabling a clear comparison of model performance.

Data Collection and | _| Data Preprocessing | _|Model Selection and| __| 1 poon sion | | Visualization and
Preparation and Labeling Training Comparison

Figure 1. Research Method Flowchart

3.1. Data Description

This study utilizes two distinct datasets representing wireless and Ethernet network performance, sourced from Kaggle,
providing key features for analyzing network behavior and identifying potential degradation. The use of Kaggle
datasets ensures a diverse and well-documented collection of network data, enhancing the study's applicability to real-
world network scenarios. Both datasets include essential columns, such as timestamp, location, source, local_avg, and
remote_avg. These features enable a comprehensive examination of network performance over time and across
different geographical or network segments, facilitating a robust analysis of potential degradation patterns. The
timestamp feature marks the exact moment each measurement is recorded, aiding in the identification of temporal
trends and potential cyclical patterns in network behavior. The location and source columns specify the geographical
and network origins of the data, offering insight into how performance variations may be influenced by physical or
network-related factors. The local_avg and remote_avg columns, representing average latency values recorded at both
local and remote points within the network, serve as primary indicators of network performance by capturing round-
trip times within different segments of the network infrastructure. Significant deviations in these latency metrics often
indicate potential performance bottlenecks or issues, reflecting how efficiently the network handles data transfer.
Latency in both wireless and Ethernet networks can be affected by factors such as interference, environmental
conditions, and congestion, which vary between the two network types. The decision to focus on latency-related
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features stems from their direct impact on user experience and network reliability, making them critical for degradation
analysis. However, it is acknowledged that other potentially impactful features, such as bandwidth utilization or
protocol types, were not explored. Future evaluations may consider these additional factors to provide a broader context
and enhance predictive performance. The study’s target variable is a performance degradation label, which classifies
network behavior based on local_avg and remote_avg values, distinguishing between normal operation and varying
levels of degradation. This label, whether binary or multi-class, identifies instances of normal and degraded network
conditions. In binary classification, the label indicates whether an issue is present (yes/no), while the multi-class
approach differentiates levels of degradation, such as normal operation, high latency, and downtime. Thresholds
calculated from the 95th percentile of “local_avg™ and ‘remote_avg" values provide a systematic basis for assigning
these labels, aiding in the categorization and analysis of network performance issues.

3.2. Data Preprocessing

The initial preprocessing step for the wireless and Ethernet datasets involved removing extreme outliers to maintain a
focus on realistic latency values. Records where “local_avg™ and ‘remote_avg" exceeded a threshold of 10 milliseconds
were filtered out, as this threshold aligns with commonly observed values in network latency studies and industry
standards. This value was chosen based on typical network latency conditions, ensuring that the analysis concentrated
on meaningful performance patterns rather than rare anomalies.

Next, the 95th percentile for both “local_avg™ and ‘remote_avg was calculated on the trimmed datasets, establishing a
threshold for identifying significant latency spikes indicative of network performance degradation. The choice of the
95th percentile provided a balanced approach, capturing major latency issues while filtering out minor fluctuations.
This threshold formed the basis for labeling degradation events, distinguishing normal operation from periods of high
latency or downtime. Alternative thresholds, such as the 90th or 99th percentiles, were considered but found to either
include too many minor fluctuations or miss critical spikes, further justifying the selected percentile.

To ensure data completeness, missing values were handled carefully: imputation techniques, such as replacing missing
entries with mean or median values, were applied where appropriate. This approach maintained data consistency but
could introduce bias by assuming uniformity in missing values. In cases where critical fields like local avg and
remote_avg were missing, rows were removed to prevent incomplete records from skewing the analysis. While these
basic imputation strategies ensured a usable dataset, more sophisticated methods, such as KNN (K-Nearest Neighbors)
imputation, could further enhance data quality by considering patterns and similarities in neighboring data points.
Noise was addressed through smoothing techniques and filtering to reduce the impact of anomalous spikes that do not
reflect typical network behavior. Data normalization was also performed to bring latency values within a standard
scale, facilitating model convergence during training. Additionally, feature scaling methods, such as Min-Max scaling,
were applied to ensure consistency across input features, reducing potential biases caused by differing feature
magnitudes. These preprocessing steps collectively strengthened the dataset’s reliability, ensuring that the predictive
models were built on accurate and comprehensive data.

3.3. Labeling Performance Degradation

The performance degradation labeling in the dataset relied on thresholds derived from the 95th percentile of “local_avg
and “remote_avg’ latency values, calculated after removing extreme outliers. Instead of using a standardized dataset,
the function “label_degradation_non_standardized™ applied these thresholds directly to the original latency data,
preserving the natural variance and distribution in latency measurements. This approach provided a more accurate
depiction of real-world network behavior, as the thresholds reflected latency spikes that significantly deviated from
typical network performance, identifying instances of notable degradation. For both wireless and Ethernet datasets, the
labeling function applied the respective thresholds to classify entries with “local_avg™ or ‘remote_avg values
exceeding these limits as degradation events. This classification effectively separated periods of normal operation from
high-latency conditions, accommodating each dataset’s unique latency characteristics and allowing for a tailored
threshold-based approach. By avoiding standardization, this method retained critical fluctuations in latency values that
are pertinent to assessing network health and identifying potential performance issues. Once labeling was completed,
a summary of degradation and non-degradation counts was generated for both datasets to validate the accuracy of the
threshold-based labeling. This summary acted as a quality check, confirming that the labeled instances reflected
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realistic network conditions and degradation patterns, consistent with expected operational challenges in both network
types. This validation step ensured that the labeled data served as a reliable foundation for the study’s predictive
analysis, accurately distinguishing between normal and degraded performance conditions.

3.4. Model Selection

This study employed XGBoost, Logistic Regression, and MLP models to predict network performance degradation,
each selected for specific strengths. XGBoost was chosen for its effectiveness in modeling non-linear relationships and
handling complex feature interactions, essential in capturing the multi-dimensional data patterns typical of network
degradation. Its iterative boosting approach reduces bias over successive iterations, enhancing prediction accuracy and
generalizability in multi-variable analyses. Logistic Regression served as a baseline model, offering a simpler,
interpretable benchmark ideal for binary classification tasks, providing insight into individual feature contributions to
network performance states. The use of Logistic Regression was further justified due to its strong foundation in
statistical modeling and ease of implementation, making it a reliable comparator to assess the added value of more
complex models. Meanwhile, MLP was selected for its ability to capture non-linear patterns and feature
interdependencies via a neural network structure, well-suited for tasks involving intricate data relationships. Alternative
models, such as SVM and Random Forests, were considered but not prioritized due to their relative limitations in
capturing highly non-linear feature interactions without extensive tuning or increased computational costs. Together,
these models provided a robust framework for analyzing network degradation, each contributing unique capabilities to
the predictive process.

3.5. Model Training and Evaluation

The dataset was split into 70% for training and 30% for testing to ensure that models learned from the data while
assessing generalizability on new instances. During training, models identified patterns in network behavior, while
testing provided an unbiased measure of predictive accuracy. To optimize model performance, hyperparameter tuning
was conducted for XGBoost and MLP. Grid search optimized parameters such as learning rate and depth for XGBoost,
while random search refined the MLP's hidden layers, neurons, and learning rate, enhancing the models' ability to
capture complex network patterns. To address potential overfitting, the MLP model employed regularization
techniques, including L2 regularization, and incorporated dropout layers to randomly deactivate neurons during
training. Early stopping was also utilized to halt training once validation performance stopped improving, ensuring the
model did not learn noise in the data. Model evaluation employed accuracy, precision, recall, F1-score, and AUC-ROC
to comprehensively assess predictive performance. Accuracy measured overall prediction success, providing a general
sense of how often the models correctly classified network states. Precision and recall focused on identifying
degradation events, with precision indicating the proportion of true positive predictions among all positive predictions,
and recall capturing the ability of the models to detect all actual degradation events. The F1-score balanced precision
and recall, offering a singular metric to assess the trade-off between these two measures, which is particularly critical
in imbalanced datasets. AUC-ROC assessed each model’s ability to distinguish between degraded and non-degraded
states, indicating overall classification performance. While metrics like Matthews Correlation Coefficient (MCC) can
be informative for imbalanced data, the selected metrics provided a comprehensive and interpretable measure of the
models' real-world applicability and sensitivity to network degradation, which aligned with the study's objectives.

4, Results and Discussion

4.1. Model Performance

The performance of each model—XGBoost, Logistic Regression, and MLP—was evaluated on the test set using
accuracy, precision, recall, F1-score, and AUC-ROC as key metrics, shown in figure 2.
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Figure 2. Model Performance Comparison

XGBoost was optimized using grid search over a range of hyperparameters, including learning_rate values from 0.01
to 0.1, max_depth ranging from 3 to 6, and n_estimators between 50 and 200. The optimal values were found to be
{'learning_rate": 0.01, 'max_depth": 3, 'n_estimators": 50}. For Logistic Regression, a simpler search was conducted to
fine-tune the regularization parameter C, with the optimal value determined as {'C": 0.1}. The MLP Classifier
underwent tuning of multiple hyperparameters, such as activation functions (relu, tanh), alpha values ranging from
0.0001 to 0.01 for regularization, and varying hidden_layer_sizes configurations (e.g., single and multi-layer
structures). The best configuration was {'activation": 'relu’, 'alpha’: 0.001, 'hidden_layer_sizes": (100,)}.

The MLP classifier achieved the highest overall performance, with an accuracy of 98.7% and an AUC-ROC of 0.9998,
indicating strong predictive capabilities and the ability to distinguish effectively between degraded and non-degraded
network states. Its precision for the positive class (indicating degradation) reached 1.0000, with a recall of 0.8622,
leading to an F1-score of 0.9260. This reflects MLP's robustness in capturing complex patterns within the dataset,
making it well-suited for network degradation prediction. Logistic Regression, used as a baseline model, performed
reasonably well, achieving an accuracy of 93.67% and an AUC-ROC of 0.9565. Its precision and recall for the
degradation class were 0.7465 and 0.5004, respectively, resulting in an F1-score of 0.5992. Although its overall
accuracy was high, Logistic Regression struggled to predict the degradation class with the same precision as MLP.
This outcome underscores the limitation of simpler linear models in scenarios where data exhibits non-linear
relationships, which more complex models like MLP better capture. Table 1 compares the predictive performance of
the MLP, Logistic Regression, and XGBoost models on network degradation detection, highlighting accuracy, AUC-
ROC, and key metrics for the degradation class (precision, recall, and F1-score).

Table 1. Model Evaluation Results

Model Accuracy (%) AUC-ROC Precision Recall F1-Score
MLP 98.70 0.9998 1.0000 0.8622 0.9260
Logistic Regression 93.67 0.9565 0.7465 0.5004 0.5992
XGBoost 90.54 1.0000 0 0 0

While achieving perfect AUC-ROC (1.0), the XGBoost model showed poor recall and precision for the degradation
class, resulting in an F1-score of 0.0000. Despite tuning attempts, XGBoost failed to classify any instances of the
degradation class, suggesting that this model was biased towards the majority class (non-degradation). Although its
accuracy was 90.54%, the model's inability to detect degradation events limits its practical utility for network
monitoring tasks, where identifying performance degradation is critical. This discrepancy highlights the limitations of
using AUC-ROC in imbalanced datasets, as the high score can be misleading for evaluating minority class predictions,
particularly in contexts where detecting degradation events is essential. In comparing the three models, MLP
demonstrated the highest predictive capability across all metrics. Its ability to maintain high precision and recall for
the degradation class indicates that it effectively captures the complex and non-linear patterns inherent in network
performance data. Logistic Regression, though simpler and more interpretable, was less effective in predicting
degradation accurately, highlighting the trade-off between model complexity and predictive accuracy in this context.
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XGBoost’s perfect AUC-ROC score reflects a good fit for the majority class but reveals its limitations in handling
imbalanced data effectively. AUC-ROC primarily measures the ability of a model to distinguish between classes;
however, in imbalanced datasets, a high AUC-ROC can be misleading as it may indicate strong performance overall
while the model fails to accurately predict the minority class, such as degradation events in this study.

The differences in performance among the models illustrate the impact of class imbalance on model outcomes. While
MLP provided the most balanced and accurate results, Logistic Regression can still be useful as a preliminary tool due
to its simplicity and interpretability. However, XGBoost’s failure to classify the degradation class suggests that further
adjustments, such as incorporating oversampling techniques or recalibrating the model’s loss function, may be
necessary to enhance its sensitivity to minority classes in imbalanced datasets. In summary, MLP emerged as the
superior model for predicting network performance degradation in this study, effectively balancing accuracy, recall,
and precision. Logistic Regression, despite its limitations, provided a reasonable baseline, while XGBoost’s limitations
in handling class imbalance indicate that it may require additional modifications for optimal performance in this
application. These results suggest that deep learning approaches like MLP, which can handle non-linearities and
complex feature interactions, are particularly well-suited for network performance degradation prediction.

4.2. Feature Importance

The feature importance analysis conducted on the XGBoost model provided valuable insights into which variables
contributed most significantly to predicting network performance degradation. In this analysis, the “local_avg™ and
‘remote_avg latency values emerged as the most influential predictors, indicating that fluctuations in these metrics are
strongly associated with network degradation. This finding aligns with the initial hypothesis that latency is a critical
indicator of network health, especially for performance-sensitive applications. Additional features, such as “timestamp®
and “location’, also showed importance, albeit to a lesser degree, suggesting that temporal and spatial factors might
influence network stability but are secondary to latency metrics. Confusion matrices were generated for each model
(XGBoost, Logistic Regression, and MLP) to provide a clearer understanding of their classification performance in
terms of true positives, false positives, false negatives, and true negatives. The XGBoost model demonstrated strong
classification capability in identifying non-degradation events (true negatives) but showed limitations in detecting
degradation events (true positives), reflecting a possible imbalance in the dataset or threshold sensitivity. Logistic
Regression, used as a baseline, also captured non-degradation cases effectively, though its performance in recognizing
degradation cases was less precise compared to MLP and XGBoost. The MLP achieved the highest accuracy in
distinguishing between degradation and non-degradation cases, as evidenced by its balanced distribution of true
positives and true negatives in the confusion matrix. This suggests that MLP’s neural network structure allowed it to
capture complex relationships within the data that Logistic Regression and XGBoost might have overlooked. The
confusion matrix thus provided crucial insights into each model's strengths and limitations, especially in the context of
degradation prediction where accurate identification of both positive and negative cases is essential.

4.3. Model Comparison

The comparative analysis of the three models—XGBoost, Logistic Regression, and MLP—demonstrated notable
differences in their ability to predict network performance degradation. Among these, MLP consistently outperformed
the other models across multiple evaluation metrics, including accuracy, precision, recall, and F1-score. The MLP’s
performance superiority can be attributed to its neural network architecture, which effectively captures non-linear
relationships and complex interactions within the dataset. This capability proved advantageous in analyzing network
performance data, where dependencies between features like “local_avg™ and ‘remote_avg latency values are
inherently non-linear. Logistic Regression, used as a baseline model, achieved a reasonable level of accuracy and
demonstrated high interpretability. However, its linear nature limited its ability to capture the complex feature
interactions present in the dataset. As a result, while Logistic Regression performed well in classifying non-degradation
cases, it underperformed in identifying degradation events compared to MLP and XGBoost. This limitation is
consistent with the general understanding that linear models may struggle with complex datasets, especially when
subtle feature interactions significantly impact the prediction outcome.

XGBoost, while expected to perform robustly due to its ensemble-based structure, displayed mixed results. Although
it achieved a perfect AUC-ROC score of 1.0, this high score reflected its proficiency in distinguishing between classes
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on a probability basis rather than absolute classification accuracy for degradation cases. In practice, XGBoost’s
performance was limited by its sensitivity to imbalanced classes and threshold selection, as it often failed to classify
degradation events accurately despite capturing high-level patterns in the data. This outcome underscores the
importance of not only achieving a high AUC but also ensuring practical applicability in identifying true degradation
events. The dataset characteristics played a substantial role in influencing each model's performance. The high
dimensionality and non-linear interactions among features, such as “local_avg™ and ‘remote_avg’, were better suited to
MLP's architecture, allowing it to learn complex patterns through multiple layers of processing. In contrast, Logistic
Regression, which lacks the capacity to model non-linear dependencies effectively, fell short in handling this
complexity. XGBoost, though generally robust in handling complex data, was affected by the dataset's imbalances,
where degradation events were comparatively rarer, resulting in lower recall for this class.

4.4, Effectiveness of Features

The analysis of feature importance revealed that certain variables played a crucial role in predicting network
performance degradation. Among these, “local_avg™ and ‘remote_avg" emerged as the most influential features across
all models, particularly in XGBoost and MLP. These features, representing the average latency values measured locally
and remotely, provide direct insights into network performance. High values in these latency metrics are indicative of
potential bottlenecks or delays, making them strong predictors of degradation events. This finding aligns with prior
research emphasizing latency as a key factor in assessing network performance. "Location™ was another significant
feature in the models' predictions, especially in scenarios where network performance varied based on physical or
logical network segments. This feature becomes particularly relevant in identifying specific locations prone to higher
traffic loads, interference, or hardware constraints, which can lead to performance issues. In this study, “location
helped the models differentiate areas with stable performance from those more susceptible to degradation, thereby
enhancing predictive accuracy. XGBoost, in particular, leveraged this feature effectively, capturing its interactions with
latency metrics and highlighting the importance of context-based data in network monitoring.

Interestingly, the effectiveness of each feature varied depending on the model. The MLP model, for example, was able
to capture non-linear interactions between “local avg’, ‘remote_avg’, and location® due to its neural network
architecture, which allows it to learn complex relationships within the data. This capability enabled MLP to identify
subtle patterns that simpler models might overlook. In contrast, Logistic Regression, constrained by its linear structure,
relied heavily on individual feature significance, limiting its ability to capture complex dependencies but still benefiting
from the latency features as straightforward indicators of performance issues. The scatter plots in figure 3 illustrate the
relationship between “local_avg™ and “remote_avg" latency values for wireless and Ethernet networks, with degradation
events highlighted.

Wireless - Scatter Plot of Local vs Remote Latency (Degradation Events) Ethernet - Scatter Plot of Local vs Remote Latency (Degradation Events)
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Figure 3. Scatter Plots of Wireless and Ethernet Degradation Events

In the wireless network plot, degradation events (orange points) cluster around higher latency values, particularly when
“local_avg" exceeds 4 ms and ‘remote_avg' is also elevated. This pattern suggests that high latency in either metric
significantly contributes to degradation in wireless networks. In contrast, the Ethernet network plot shows a distinct
clustering of low “local_avg™ values near zero, with degradation events occurring even when “local_avg™ is minimal
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but “remote_avg" remains high. This behavior indicates that Ethernet degradation is influenced more by remote latency
spikes than by local latency, aligning with the typically stable nature of Ethernet connections where local latency is
minimal.

4.5. Impact on Network Monitoring

Accurate prediction of network performance degradation transforms monitoring practices, especially in environments
using both wireless and Ethernet connections. Unlike traditional reactive methods, predictive models like XGBoost,
Logistic Regression, and MLP allow for proactive monitoring by identifying patterns that suggest imminent
degradation. This approach enables network administrators to anticipate and address issues, improving reliability and
stability in complex networks. In wireless networks, which are sensitive to interference and dynamic loads, predictive
models support preventive actions such as load balancing or frequency adjustments. For Ethernet, where degradation
often stems from congestion or hardware issues, predictions allow for targeted maintenance on vulnerable connections,
reducing unexpected downtime. Figure 4 illustrates time-series latency measurements, highlighting degradation events
across wireless and Ethernet networks.
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Figure 4. Time Series of Latency Over Time for Wireless and Ethernet Networks

In wireless networks, latency values for local_avg typically cluster between 0 and 2 ms, while remote_avg ranges from
8 to 10 ms, with degradation events concentrated in the higher remote_avg levels. This pattern suggests that remote
latency spikes are a key factor in wireless performance degradation. Similarly, in Ethernet networks, local_avg remains
low, generally below 2 ms, whereas remote_avg clusters around 8 to 10 ms, with degradation events also linked to
elevated remote_avg values. These findings indicate that remote latency is a critical factor in degradation across both
network types. Integrating predictive models with real-time monitoring systems could automate responses to early
degradation warnings, minimizing manual intervention and speeding up reaction times. Embedded in network
management software, these models could trigger alerts when degradation is anticipated, allowing for rapid resource
allocation adjustments or reconfigurations. Such proactive alerts are essential in high-stakes sectors like healthcare,
finance, and industrial automation, where even brief network disruptions can have serious consequences. Furthermore,
predictive insights aid in capacity planning and resource optimization. Network administrators can use degradation
predictions to guide decisions on infrastructure upgrades and align resources with demand, especially during high-
traffic periods. By anticipating bandwidth constraints, administrators can allocate resources more efficiently,
maintaining performance without over-provisioning and reducing network management costs. Together, time-series
latency visualizations and predictive models highlight the importance of monitoring local_avg and remote_avg, with a
particular focus on remote latency spikes as indicators of potential degradation.
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4.6. Limitations

This study faced limitations that could impact the robustness and generalizability of its findings. The dataset, while
suitable for initial analysis, may not capture the full range of network performance degradation across varied conditions,
and a larger, more diverse dataset could enhance model generalization. To address this limitation, potential solutions
include data augmentation or synthetic data generation. Data augmentation can involve creating new samples by
introducing controlled variations or perturbations in existing data, thereby increasing data diversity without additional
data collection efforts. Alternatively, synthetic data generation methods, such as using generative adversarial networks
(GANSs) to produce realistic but artificial data points, can provide additional training examples reflective of diverse
network scenarios. These approaches could mitigate the dataset size constraint, improving the robustness and
applicability of the predictive models to real-world network environments.

Feature selection was another constraint; focusing on “timestamp’, “location’, “local_avg’, and ‘remote_avg" might
have overlooked other important factors, such as environmental influences in wireless networks or hardware variations
in Ethernet setups. Additionally, the use of a static threshold based on the 95th percentile for labeling degradation may
not adapt well to all network conditions, suggesting that dynamic or adaptive thresholding could improve model
flexibility in real-time applications. Future research could integrate advanced models, such as deep learning, to capture
complex patterns and conduct real-time monitoring tests to evaluate these models in practical scenarios. Expanding to
diverse network types, including 5G and 10T, would also help confirm the generalizability of the findings, ultimately
contributing to more versatile and resilient network monitoring models.

5. Conclusion

This study analyzed the predictive capabilities of three supervised learning models—XGBoost, Logistic Regression,
and MLP—for identifying network performance degradation in both wireless and Ethernet environments. Among these
models, MLP demonstrated the highest predictive accuracy and robustness, particularly in handling complex feature
interactions and non-linear patterns present in the dataset. Key features such as “local_avg" and ‘remote_avg" latency
values were found to be the most significant contributors to the prediction of degradation events, as they directly
captured fluctuations in network performance. These findings highlight the model's effectiveness in discerning subtle
changes in network conditions that might indicate imminent degradation. This research contributes to the growing body
of literature on predictive modeling for network management by applying supervised learning methods to the challenge
of performance degradation prediction. The study’s integration of XGBoost, Logistic Regression, and MLP provides
a comparative analysis, offering insights into the strengths and limitations of each model within different network
contexts. By demonstrating that MLP can effectively predict degradation events with high accuracy, this research
underscores the potential of neural networks in network performance monitoring. These findings can serve as a
foundation for implementing ML-based monitoring tools, enabling proactive management and rapid response to
network issues.

Future research could enhance these models by incorporating additional network-specific features, such as bandwidth
usage and protocol type, which may offer deeper insights into factors affecting network degradation. Additionally,
adapting thresholds dynamically based on evolving network conditions could significantly improve the models’ ability
to identify degradation accurately. Dynamic thresholding would allow models to respond to fluctuations in network
load, congestion, and changing operational conditions, improving their sensitivity and adaptability. Exploring
unsupervised learning techniques could further provide a new dimension to network monitoring by identifying novel
patterns and anomalies without the need for labeled data. This approach would complement supervised models,
broadening their applicability in dynamic network environments with limited labeled data. Testing predictive models
in real-world network settings would validate their robustness and applicability under diverse operational conditions,
offering valuable feedback on their practicality and reliability. Real-time deployment within network monitoring
systems would facilitate proactive measures by detecting early signs of network degradation, aligning ML capabilities
with the demands of modern, high-speed networks and enhancing their overall performance and responsiveness.
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