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Abstract

Wireless Sensor Networks are increasingly vulnerable to sophisticated cyber threats, necessitating effective and intelligent intrusion detection
strategies. This paper presents a deep learning-based intrusion detection model that enhances cybersecurity performance through intelligent
hyperparameter optimization and advanced data balancing. The main objective of the study is to improve classification accuracy and
generalization in intrusion detection systems by employing a dynamic and adaptive optimization framework. A Firefly Algorithm that mimics
nature is part of the suggested model. It changes the number of neurons, learning rate, and dropout rate while evaluating the performance of every
arrangement with just a little training. It uses the strategy of swarms to find solutions effectively and in an adaptable way. A hybrid method called
SMOTE-Tomek is employed to deal with the issues caused by an unequal number of classes in the dataset. The network is built with different
dense layers that are enhanced with dropout and batch normalization, and adaptive learning rate adjustment. In preprocessing the data, we encoded
categorical variables, made the values consistent with normalization, and balanced the classes by producing artificial data when needed. The
model was trained using GPU software for ten epochs and checked for performance using accuracy measurements, confusion matrices, and
classification reports. The optimized model obtained an accuracy of 97.82% in classifications, higher than what baseline models and previous
machine learning methods could do. It is able to spot and classify various kinds of attacks, completely handles Flooding cases and greatly lowers
the chances of mistakes when identifying Blackhole and Grayhole. The study underlines the fact that using swarm intelligence with hybrid
resampling enhances the real-time protection of networks against cyber attacks. A deep learning framework is developed at the end of the study
that can work well and effectively in cybersecurity tasks.
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1. Introduction

Simultaneously, the digitalization of critical infrastructures and the More and more Wireless Sensor Networks (WSNSs)
have caused the need for new and improved cyber intrusion detection solutions. Cyber threats are identified and
minimized at real time with the help of Intrusion Detection Systems [1]. Unfortunately, traditional intrusion detection
systems, especially those based on fixed rules, suffer from limitations in detecting atypical cyberattacks, especially
when dealing with imbalanced data or complex scenarios. Many of these systems have been documented to record high
false positive rates exceeding 20-30% in complex environments, negatively impacting detection efficiency and
increasing the burden of human analysis.

In this context, [2] presented a hybrid model based on advanced dimensionality reduction and data balancing technigques
to improve detection accuracy and reduce the error rates associated with traditional methods. Furthermore, old-
fashioned models mainly focus on unchanging arrangements and fail to address class imbalance, so they end up
performing poorly and unconsistently. Hence, adding hyperparameter optimization and approaches for class imbalance
is necessary to obtain better results from IDS [3]. Covering new and constantly changing cyberattacks based on high-
dimensional network data is a major challenge in intrusion detection systems [4].

SVM and Decision Trees are classic IDS approaches, able to find issues with advanced attack patterns, but it is easy
for deep learning to fit the data badly and take more computational resources, which can be prevented with proper
optimization. It is significant that attackers always have too much power in the dataset, making it hard for defenders to
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detect them. For this reason, model predictions are not equally fair and opportunities to detect minority class attacks
are fewer, thus making it easier for an intruder to avoid detection [5]. Addressing class imbalance is a major challenge
in data classification. Techniques are used to generate synthetic samples of underrepresented classes to enhance their
representation, followed by removing inappropriate or overlapping samples to improve the performance of
classification models.

Additionally, the selection of hyperparameters for models plays a significant role in ensuring efficient learning and
accurate detection. However, finding the best parameters using grid and random search methods is challenging,
especially in deep learning models [6]. As a result, The Firefly Algorithm (FA) has been developed with improvements
aimed at accelerating convergence and reducing the likelihood of falling into local solutions, by adopting predictive
mechanisms and hybrid sample-based learning. These improvements demonstrate promising effectiveness in dealing
with complex, high-dimensional optimization problems, enhancing its applicability in diverse fields that require precise
parameter tuning [7]. It demonstrates a high ability to explore complex, nonlinear spaces and excels at finding efficient
solutions to multidimensional optimization problems [8].

The objectives of this research were to fix the issues of existing intrusion detection models in WSNs by suggesting a
better IDS solution (FA-DNN) for data-driven networks. Here, we will explain the main findings of the research, which
include FA is exploited to tune the hyperparameters of the deep learning model, such as the number of neurons per
layer, learning rate and the dropout rate for more efficient convergence and accuracy, The study uses SMOTE-Tomek
to handle class imbalance so as to avoid overfitting to majority classes and a fair representation of all attack categories
and for Regularization and Learning Rate Adjustment The integration of Batch Normalization, Dropout, and
ReduceLROnPlateau mitigates overfitting and enhances model generalization by stabilizing training and dynamically
adjusting learning rates. Comprehensive Performance Evaluation: The FA-DNN model is benchmarked against
traditional ML and DL approaches, such as XGBoost, CNN, and SVM, demonstrating its effectiveness in improving
cyber intrusion detection accuracy and reducing false alarms.

2. Related Work

Intrusion Detection Systems (IDS) have evolved significantly over the past decade, transitioning from traditional
machine learning methods to deep learning-based approaches. [9] proposed a multi-level hybrid IDS integrating
Support Vector Machine (SVM) and Extreme Learning Machine (ELM) with a modified K-means clustering algorithm.
Their approach demonstrated improved accuracy in detecting cyberattacks; however, it faced challenges with high-
dimensional data and class imbalance, which affected its generalization capabilities.

In [10], deep learning techniques in cybersecurity were reviewed, where the data imbalance issue is addressed by
handling the skewed datasets. Likewise, [11] proposed a hybrid SMOTE-Tomek approach to balance the classes for
minimizing bias towards majority class attacks. Later, it was adapted to cybersecurity application and this method has
proved to be effective in personality based recognition tasks. Based on these results, [5] propose an improved
unbalanced data processing algorithm which integrates SMOTE and Tomek links. Their study showed that this hybrid
approach not only equalized dataset distribution, but also enhanced classification accuracy while minimizing false
positives and false negatives. Meanwhile, [12] introduced a deep learning embedding for categorical feature encoding
that enhances the model interpretability and performance in cybersecurity tasks.

[13] Integrate swarm intelligence into hyperparameter tuning combined the (FA) with deep learning for intrusion
detection in WSNs .They also confirmed that FA optimized model performed better than the manually tuned ones in
terms of accuracy and computational efficiency. And, in [6], the author also found that SMOTE-Tomek was also useful
for machine fault classification, validating the applicability of the method to cybersecurity datasets as well.

[14] further enhanced this feature by proposing a hybrid Firefly Optimization framework for machine learning by
improving feature selection and classification accuracy. [7] Around the same time, review [15] rationalized the use of
Al based cyberattack detection in microgrids and proposed the role of efficient hyperparameter tuning to minimize
false alarms and increase detection speed. FA based optimization being refined by including predictive learning
mechanisms that converge faster and with better parameter selection.
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Most recently, [3] explored the multi-classification of cybersecurity incidents using deep learning, confirming that
optimized models outperformed traditional IDS approaches. [1] further evaluated deep learning models for cyberattack
detection in 10T networks, showcasing the effectiveness of automated hyperparameter tuning particularly through FA
in improving detection accuracy. Additionally [2] demonstrated that combining hybrid feature reduction techniques
with machine learning significantly enhances cyberattack detection in WSNSs.

While previous studies have explored data balancing, deep learning, and hyperparameter optimization, a gap remains
in integrating these techniques holistically for real-time intrusion detection. This study builds upon prior work by
combining SMOTE-Tomek for data balancing with FA-driven hyperparameter tuning, aiming to enhance cyberattack
detection accuracy, reduce classification errors, and improve model generalization in WSN environments.

3. The Proposed Methodology

This study employs the FA to optimize deep learning hyperparameters, addressing critical challenges such as
imbalanced datasets, overfitting, and inefficient learning rates. Unlike Grid Search and Random Search, FA explores
hyperparameter values in a dynamic way and comes to the right solution efficiently with coordinates from swarm
behaviors [8].

Thanks to using the latest optimization techniques like Batch Normalization [16], Dropout Regularization [17],
ReduceLLROnPlateau [5], the stability and performance of the model improved. When these techniques are joined, the
deep learning model will be able to grow and adapt to catch cyber attacks in WSNs. To visually summarize the
workflow of the proposed approach, figure 1 presents a flowchart detailing the sequential stages from data acquisition
to final model deployment. This includes preprocessing steps, handling of imbalanced data, hyperparameter
optimization using the FA, and model evaluation.

Data Loading

v

Data Cleaning

v

Data Encoding & Scaling

v

Handling Imblanced Data

v

Deep Learning Model (FA-DNN)

v

Hyperparameters Optimizations (FA)

v

Training & Validation
Performance Evaluation

v

Final Model Development

Figure 1. Flowchart of the proposed methodology.

The diagram illustrates the process of detecting intrusions with the WSN system. It points out major steps, for example,
loading data, cleaning it, encoding the data, resampling it using SMOTE-Tomek, training the model, optimizing
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hyperparameters using Firefly Algorithm, and deploying the model. In the flowchart, each block reflects a significant
step to develop a model that can be used for anyone. The visual flow illustrates how each component contributes to
building a robust and scalable detection framework.

3.1. Data Preparation

3.1.1. Data Loading

Due to high granularity and its relevance for cyberattack detection in WSN, we choose the WSN-DS dataset. It consists
of detailed network traffic logs that are systematically labelled with normal behaviors and different attack types. The
labeling was performed in a controlled simulation environment, where attack events (e.g., Flooding, Blackhole,
Grayhole, and TDMA) were deliberately injected, and each packet was tagged based on known attack patterns and
node behavior. This automated labeling method ensures high reliability of the ground truth, as it reflects deterministic
attack behavior specified in the simulation setup. WSN-DS has been widely used as a benchmark dataset for
cybersecurity research, and its extensive use makes it a trusted foundation for empirical analysis [2].

3.1.2. Data Cleaning

To minimize computational overhead and enhance data integrity, redundant attributes (id, who CH, send_code) were
excluded, because they do not provide any meaningful information to the cyberattack classification. Missing values
were also systematically handled through statistical imputation methods, keeping dataset completeness and avoiding
such biases in the model [14].

3.1.3. Data Encoding

As categorical values were present in the dataset, the values were encoded as a number using Label Encoding. This
encoding technique ensures ordinal preservation, preventing categorical misrepresentation while maintaining feature
interpretability [12]

3.1.4. Feature Scaling Normalization

To ensure that all features contribute equally to the learning process, StandardScaler was applied for feature
normalization. This step prevents large numerical values from dominating the learning process, ensuring smooth
convergence and improving training stability [18]

3.2. Handling Imbalanced Data

3.2.1. Pre-Balancing Class Distribution

To illustrate the severity of the initial class imbalance, table 1 presents the pre-balancing class distribution, highlighting
the dominance of normal traffic, which constituted over 80% of the dataset, while minority attack classes such as
Flooding, Blackhole, Grayhole, and TDMA attacks were significantly underrepresented. This disproportionate
distribution posed a classification bias risk, as the model could inherently favor the majority class while failing to
accurately detect rare cyberattacks.

Table 1. Class Distribution Before SMOTE-Tomek.

Attack Type Instances Dataset Percentage
Normal Traffic 340,066 80%+
Flooding Attack 3,312 <1%
Blackhole Attack 10,049 ~2%
Grayhole Attack 14,596 ~3%
TDMA Attack 6,638 ~1.5%

To mitigate this imbalance, a hybrid technique combining SMOTE and Tomek Links was applied:

Synthetic Minority Over-sampling Technique (SMOTE), where artificially increases the presence of minority-class
samples by generating synthetic data points, thereby reducing bias toward the majority class. However, oversampling
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alone may introduce noise, leading to overfitting [6]. Tomek Links refines the dataset by eliminating borderline and
redundant samples, thereby improving decision boundary clarity and reducing false positives. By removing ambiguous
samples, Tomek Links enhances model generalization and prevents data redundancy [5].

To ensure the effectiveness of the SMOTE process, the k_neighbors parameter was set to 5, which is the default value
in widely used implementations such as imblearn. This parameter determines how many nearest neighbors are
considered when generating synthetic samples for each instance in the minority class. The selection of k=5 was
supported by preliminary sensitivity experiments, which revealed that lower values (e.g., 3) tended to produce under-
generalized boundaries, while higher values (e.g., 7 or more) increased the likelihood of introducing noisy or
overlapping data with the majority class. Therefore, choosing k=5 provided a balanced compromise between sample
diversity and the preservation of class boundary integrity.

To illustrate the effectiveness of the SMOTE-Tomek resampling approach, table 2 presents the post-balancing class
distribution, where each attack type, along with normal traffic, is now equitably represented at approximately 20%.
This transformation significantly enhances model fairness, ensuring that the classifier does not disproportionately favor
the majority class while improving its ability to detect minority-class cyber threats.

Table 2. Class Distribution After SMOTE-Tomek.

Attack Type Instances Dataset Percentage
Normal Traffic ~339,000 ~20%
Flooding Attack ~339,000 ~20%
Blackhole Attack ~339,000 ~20%
Grayhole Attack ~339,000 ~20%
TDMA Attack ~339,000 ~20%

Unlike previous resampling techniques that either oversample or under sample separately, SMOTE-Tomek does the
augmentation and refinement simultaneously, such that the dataset is equally diverse, but also representative.
Specifically, because an accurate and balanced intrusion detection system is essential in reducing the remaining
undetected cyber threats while maintaining good generalization performance, this hybrid strategy is very desirable in
applications of cybersecurity.

The adjustment was made to ensure equitable class distribution and significantly diminished classification bias as well
as improved detection rates for rare cyberattacks.

3.3. Deep Learning Model (FA-DNN)

We designed a multi-layer DNN that is capable of handling WSN traffic data processing, using FA optimized hyper
parameters with the goal of improving the accuracy of classification as well as generalization. FA-DNN has the input
layer, multiple hidden layers and an output layer, the optimizations make in order to prevent overfitting, to increase
stability and to speed up convergence.

3.3.1. Input Layer

Normalization and encoding steps are taken on feature vectors before sending it to the input layer. Such features form
the basis for later learning of hierarchical features in the deep network [12].

3.3.2. Hidden Layers

FA driven tuning, advanced activation functions, and regularization techniques, which are part of the hidden layers are
the core elements of FA DNN.

FA-Optimized Architecture was employed to automatically suggest the optimal number of neurons in each dense layer,
as part of the broader hyperparameter tuning process. Initial candidate architectures were randomly generated,
including various neuron configurations, and evaluated over short training cycles. After several iterations, the
architecture comprising 256 neurons in the first and second dense layers, and 64 neurons in the third layer, was selected
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by FA as the best-performing configuration. This neuron setup was not fixed beforehand but dynamically determined
through the FA optimization process to balance model complexity and classification accuracy [7].

This is followed by a first Dense Layer of 256 neurons with LeakyReL U activation for mitigating the "dying neuron™
problem that one often sees in ReLU-based networks, where continuous gradient propagation even for negative inputs
can be observed [19]. Second Dense Layer 256 neurons, incorporating Batch Normalization and Dropout (21.36%) to
enhance training stability and prevent overfitting [17]. Third Dense Layer 64 neurons, responsible for fine-tuning
learned representations, ensuring that the network captures both low- and high-level attack characteristics [2].

After each Dense layer, they applied Batch Normalization to normalize internal activations to control for internal
covariate shift, a known deep learning challenge [18]. The technique stabilizes gradient updates and accelerates
training. To enhance generalization and mitigate overfitting, dropout was applied at a rate of 21.36%. This value was
not manually set, but rather determined automatically through the FA as part of the hyperparameter optimization
process. By iteratively evaluating performance across candidate configurations, FA identified this rate as optimal for
maintaining model stability while avoiding excessive regularization. The selective deactivation of neurons during
training encouraged the network to learn robust and noise-tolerant feature representations, which is particularly
beneficial for handling real-world cyberattack detection scenarios [14].

3.3.3. OQutput Layer

In fact, the model applies Softmax activation in the output layer to convert the logits into a probability over multiple
attack categories. This enables accurate and interpretable multi-class cyberattack classification of every network traffic
sample as its most probable RTB [17].

3.3.4. Additional Optimization Techniques

To further enhance model convergence and stability, several complementary optimization techniques were
incorporated, which include the ReduceLROnPlateau mechanism, dynamically adjusting the learning rate when the
model's performance plateaus, with reductions occurring at epoch 4 (from 0.00179 to 0.000895) and epoch 9 (to
0.000447). This adjustment helped prevent excessive oscillations in the loss function and supported stable convergence
with minimal risk of overfitting [20]. The mechanism was configured with a patience of 2 epochs and a threshold of
0.001, parameters selected based on preliminary grid search experiments to ensure responsiveness without excessive
sensitivity, and a combination of Batch Normalization and Dropout (applied at a rate of 21.36%) was used strategically
to combat overfitting and accelerate training. Batch Normalization stabilized the internal activations and helped
mitigate internal covariate shift, while Dropout regularized the model by randomly deactivating neurons during
training, reducing dependency on specific feature representations and improving generalization [21].

3.3.5. Firefly Algorithm Optimization Process

The FA is a bio-inspired optimization technigque that dynamically fine-tunes hyperparameters to improve model
performance. Unlike traditional hyperparameter tuning methods such as Grid Search or Random Search, FA leverages
swarm intelligence to efficiently explore the search space and adaptively converge towards optimal configurations [8].
FA is adaptive to gradient-free and non-convex search spaces, making it ideal for deep learning applications where the
cost surface is often complex and filled with local minima. This characteristic makes FA particularly suitable for
optimizing deep learning architectures where the cost surface is highly non-convex, and gradients may not reliably
guide the search due to numerous local minima and saddle points. The optimization process consists of an Initialization
step, where a random population of fireflies is generated, which represents the Initialization step where each firefly
represents a unique combination of hyperparameters, including the number of neurons per layer, learning rate, and
dropout rate. The initial population is spread across the hyperparameter search space to ensure diverse exploration [7].
Fitness Evaluation step, where each firefly's fitness score is evaluated based on its performance on the deep learning
model using a short training phase (4 epochs). Although only 4 epochs are used during fitness evaluation, this phase
serves as a lightweight estimator to rank hyperparameter configurations. Full training is conducted on the best
configuration. This balances computational cost with a sufficient early signal. The evaluation metric used is the
classification accuracy on a validation subset, ensuring that the model’s generalization ability is considered during
optimization [14]. Although classification accuracy was used as the fitness criterion during the FA search, we
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acknowledge that relying solely on a single metric, especially in formerly imbalanced datasets, may not fully capture
model behavior. Future extensions could integrate multi-objective fitness functions (e.g., combining F1-score or recall
for minority classes) to better reflect detection robustness across all attack types. Attraction Mechanism step, where
Fireflies with weaker performance (lower accuracy, higher loss) migrate toward brighter (higher-performing) fireflies.
The attraction intensity is determined by a light intensity function, which is influenced by accuracy and the Euclidean
distance between fireflies. This process ensures that promising hyperparameter configurations are reinforced while less
effective configurations are discarded [15]. After multiple iterations, the Final Selection of the best-performing firefly,
representing the optimal set of hyperparameters, is selected for final model training. The optimized hyperparameters
are then applied to train the FA-DNN model, leading to higher classification accuracy and improved convergence
stability [2].

Adaptive hyperparameter tuning leads to better model generalization. The model can efficiently find high performing
configurations through the use of swarm intelligence. Reduced dependence on hyperparameter values through a
dynamic learning rate and dropout setting resulted in better accuracy compared to the standard tuning methods (97.82%
vs. 90.09%). This FA-driven optimization leads to a highly efficient and scalable deep learning framework, and hence
is very suitable for real-time cyberattack detection in WSNS.

3.4. Evaluation Strategy

Following evaluation of the model with those metrics, Accuracy for Measures overall classification correctness, and
Confusion Matrix for assessing misclassification patterns across attack types. Precision, Recall, and F1-score that
provide a balanced assessment of Classification performance, particularly for imbalanced datasets. This methodology
integrates advanced deep learning techniques with FA-driven hyperparameter optimization, enhancing cyberattack
detection capabilities while addressing data imbalance and overfitting challenges.

4. Experiments and Results

In this section, FA optimized deep learning model (FA-DNN) is evaluated using a comprehensive evaluation between
FA optimized deep learning model and the baseline deep learning model. All these include training validation
performance trends, loss convergence analysis, confusion matrix evaluation, classification report assessment, and
comparison with the benchmark models which already exists for the purpose of intrusion detection.

4.1. Experimental Setup

The Experimental Configuration that contains the WSN-DS dataset was split into 80% training and 20% testing using
stratify=y_resampled to ensure a balanced class distribution. Although k-fold cross-validation is commonly used to
assess generalizability, in this study, we opted for a stratified 80:20 train-test split. This choice was made to reduce
computational overhead, especially given that each hyperparameter configuration required multiple training runs
during the FA optimization process. The stratification ensured balanced class representation across splits, while
allowing efficient iteration during model tuning. Cross-validation could be explored in future work once the
hyperparameter space is fixed. For handling Data Imbalance SMOTE-Tomek was applied to enhance class balance and
prevent bias towards majority classes. The FA was utilized to fine-tune key hyperparameters, including the number of
neurons per layer, learning rate, and dropout rate. The optimized model was trained using a well-structured
configuration to ensure efficient learning and convergence. The training process was conducted over 10 epochs,
utilizing a batch size of 64 to balance computational efficiency and gradient updates. The Sparse Categorical
Crossentropy loss function was employed to handle multi-class classification effectively. Additionally, GPU
acceleration was leveraged when available to enhance processing speed and optimize model performance.

4.2. Performance Analysis

Covering a number of the performance aspects such as training/validation accuracy trends, loss convergence,
classification and model comparison, the evaluation is done.
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4.2.1. Training and Validation Curves

Figure 2 illustrates the learning dynamics over training epochs, including both accuracy progression and loss
convergence for the FA-optimized model. It demonstrates how ReduceLROnPlateau adjustments contributed to
smoother training and better generalization across epochs.

0.24t —e— Training Loss

—®- Validation Loss

0.221

0.20 1

Epochs

Figure 2. Training and validation accuracy/loss curves of the FA-optimized model.

This figure shows the learning dynamics over epochs. The left plot tracks the decrease in training and validation loss,
while the right plot shows accuracy progression. Notable drops in the learning rate at Epochs 4 and 9 (via
ReduceLLROnPlateau) facilitated smooth convergence and mitigated overfitting. The curves indicate the model's
efficient learning behavior and generalization capability.

Finally, the accuracy and loss curves represent whole learning process of FA parameter optimized model. The loss
from the FA optimized model converged better than the other model, and by Epoch 6, it had a stable trajectory. With
FA based hyperparameter tuning, learning efficiency and loss were significantly improved and it resulted in a more
efficient training process due to the difference compared to the non-optimized model. Loss on training and validation
went down sharply in first three epochs, suggesting quick adaptation and efficient update on weights. The validation
loss was initially higher than training loss, which was then reduced as training progressed to a correlated value close
to training loss indicating strong generalization.

This was especially helpful as the training process got stuck in the saddle at Epoch 4 and Epoch 9 respectively, reducing
the learning rate from 0.00179 to 0.895 and later to 0.447. The smooth convergence was facilitated, and sudden
oscillations of loss values were successfully prevented with these adaptive adjustments to prevent performance
degradation. At Epoch 6, the model is already consistent and the minima achieved by training and validation loss is
almost zero, indicating an excellent generalizability.

To further illustrate the benefit of Firefly Algorithm-driven hyperparameter tuning, figure 3 presents the comparative
accuracy trends across epochs for both the optimized and non-optimized models. This visual comparison highlights
how adaptive optimization significantly enhances learning progression and final model performance.
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Figure 3. Accuracy trends for FA-optimized vs. non-optimized models.

This figure compares training and validation accuracy between the optimized and baseline models. The FA-DNN model
exhibits more consistent learning and higher final accuracy, while the non-optimized model stagnates. Dips in
validation accuracy at Epochs 4 and 9 align with dynamic learning rate reductions, highlighting the benefits of adaptive
tuning. Such accuracy curves are valuable in assessing learning progression of the FA-optimized model. Convergence
behavior of the FA-DNN was superior and achieved peak classification accuracy of 95.96%. FA-driven hyperparameter
tuning significantly improved the learning efficiency over the non-optimized model that showed stagnation at 90.09%.

The training accuracy improved steadily across epochs and the model learned very effectively while retaining stability.
Conversely, at Epoch 4 and Epoch 9, the validation accuracy had noticeable dips which corresponded to the learning
rate smoothing, due to ReduceLROnPlateau. All these controlled fluctuations show that adaptive learning rate
reduction can prevent premature convergence and enhance regularization. The final training of the FA-optimized model
achieved an accuracy of 97.82% with little fluctuations in validation, attesting to its robust generalizability.

Hyperparameter optimization using the Firefly Algorithm helps to increase the accuracy trend, which confirms that it
improved model generalization. Through dynamic adjustment of the learning rate, the optimization can dynamically
equalize the bounded property between local optimal and a global-level optimal, and equipped a highly stable and
accurate deep learning model for intrusion detection applications.

4.2.2. Confusion Matrix Analysis
Figure 4 presents the confusion matrix for the optimized model, offering detailed insights into per-class prediction

accuracy and the effectiveness of handling previously underrepresented attacks.
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Figure 4. Confusion Matrix for the Optimized Model.
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This matrix visualizes classification performance across different attack types. The model achieved high precision and
recall across all categories, including perfect classification for Flooding attacks. These results demonstrate the
combined effectiveness of the SMOTE-Tomek resampling technique and FA-driven hyperparameter tuning in
correcting class imbalance and improving the decision boundary.The matrix shows minimal misclassifications,
highlighting the model’s strong generalization capabilities. In particular, minority class attacks such as Blackhole and
Grayhole were accurately detected, which confirms the success of both resampling and swarm-based optimization in
ensuring robust detection across diverse attack types.

Also these findings are supported by the classification report of the attack types (table 1) which consistently shows
very high precision and recall as well as good F1 scores for each type of attacks. It is worth pointing out that since our
model could successfully perform classification of high severity cyber threats at a perfect (100% accuracy), we can
safely categorize it under flooding attack category. In particular, low error rates are critical to maintaining in
cybersecurity applications. A high false positive rate can generate excessive false alarms and operational inefficiency,
while a false negative rate in high can lead to not known cyberattacks with security risks. The results corroborate that
the optimized model addresses such concerns effectively while achieving a good trade-off between detection sensitivity
and false alarm reduction, making it a successful IDS deployment.

4.2.3. Classification Report

To make the model’s classification performance even more important, table 3 provides the classification report which
includes precision, recall, and F1 score for each type of attack. The F1 scores are always much greater than 0.9, meaning
the classification will always result in very high accuracy, with little or none bias.

Table 3. Classification Report for the Optimized Model.

Attack Type Precision Recall F1-score Support
Blackhole 0.97 0.92 0.94 67,931
Flooding 1.00 1.00 1.00 68,011
Grayhole 0.90 0.97 0.94 67,931
Normal 0.94 0.98 0.96 67,894
TDMA 1.00 0.94 0.97 67,897

It is worth mentioning that the Flooding attack category obtained a perfect score (1.00) in all metrics indicating that
the model is able to identify such attacks with 100% veracity. The Blackhole and Grayhole attacks varied slightly in
their precision and recall due to similarity among their features although this did not affect the robustness of the model
during classification.

Here, balanced precision recall scores illustrate that SMOTE Tomek is effective as a class imbalanced attack mitigator
and achieves equifiable performance for attacking minority classes as much as more targeted dominant attacks.
Describing real world applicability, this strong classification performance demonstrates that FA optimized model has
the power to detect intrusions in WSNs given it is critical for maintaining high intrusions detection accuracy throughout
all attack categories since doing so is a prerequisite for cybersecurity sustainability.

5. Comparative Performance Analysis

5.1. Comparison of the Optimized and Non-Optimized Models

Figure 5 illustrates the comparative evaluation between the optimized (FA-DNN) and non-optimized deep learning
models in terms of test accuracy and loss across training epochs.
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Figure 5. Comparative test accuracy and loss: optimized vs. non-optimized models.

This figure clearly demonstrates the superiority of the FA-optimized model in both learning accuracy and stability. The
left plot shows the progression of training and test accuracy over epochs, where the optimized model (blue lines)
consistently outperforms the non-optimized model (red lines), reaching a peak test accuracy of 95.96% compared to
90.09%. The right plot illustrates the loss reduction dynamics. The FA-DNN model achieves a significantly lower final
test loss of approximately 0.1616, while the non-optimized model plateaus at around 0.2494. These results reflect the
effectiveness of the Firefly Algorithm in guiding hyperparameter optimization and achieving more stable convergence
and better generalization. The comparative analysis between the optimized FA-DNN model and its non-optimized
counterpart, as outlined in table 4, highlights significant improvements in model performance across multiple
evaluation metrics.

Table 4. Performance Comparison Between the Optimized and Non-Optimized Models.

Metric Non-Optimized Model Optimized Model (FA-DNN)
Test Accuracy 90.09% 95.96%

Test Loss 0.2494 0.1616

Epochs 5 10

Dropout Rate 0.385 0.2136

Learning Rate 0.00137 0.00179 — 0.00044 (Reduced)
Dynamic LR Adjustment No ReduceLRONPlateau (Epochs 4, 9)
Hyperparameter Optimization None Firefly Algorithm

The FA-optimized model attained a test accuracy of 95.96%, compared to 90.09% for the non-optimized model,
resulting in a relative increase of 5.87%.

One of the key differentiators is the implementation of ReduceLROnPlateau, which dynamically adjusted the learning
rate at critical training epochs (Epochs 4 and 9). This mechanism ensured smoother convergence, whereas the non-
optimized model relied on a static learning rate, which likely contributed to performance stagnation. The optimized
model also leveraged a lower dropout rate (0.2136 vs. 0.385), allowing for better regularization while preserving critical
feature representations. The 38.5% dropout rate in the non-optimized model was manually chosen during initial
experimentation, without the support of any optimization strategy. While it aimed to mitigate overfitting, such a high
value may have resulted in excessive regularization, thereby limiting the model's ability to capture complex patterns.
In contrast, the optimized model's dropout rate of 21.36% was automatically determined by the FA through iterative
evaluation of multiple configurations. This data-driven selection helped maintain a balance between regularization and
representational capacity, resulting in improved generalization and lower test loss.

Fine-tuning of key parameters to the algorithm showed how the FA played a key role in Hyperparameter optimization
and outperform traditional manual tuning methods. Whereas the non-optimized model performed poorly at learning
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inconsistently and choosing suboptimal parameters, FA was able to systematically search and select the best
configurations. contributed to smoother convergence and improved performance metrics under the tested setup.

It also yields more validation for the efficacy of the Firefly intelligence based optimization strategies in deep learning
based intrusion detection. The FA DQN model addresses overfitting, optimizes learning rates and dynamic
hyperparameters in order to provide a scalable and computationally efficient cyber intrusion detection approach for
WSN. These results suggest that the model may generalize well under real-world settings, though further validation
would be needed.

The comparison between the FA optimized and non optimized models as shown in table 4 indicates significant
improvements brought about by use of FA in optimization of the hyperparameters and dynamic learning rate. FA-
DNN, the FA optimized model showed 5.87% increase in the test accuracy reaching 95.96% and a 35.2% reduction in
the test loss, indicating that it has a better generalization.

This also made dropout application (0.2136 vs. 0.385) more effective while still leaving good feature representation
without overfitting. Dynamic Learning Rate Adjustment with ReduceLROnPIateau Unlike the static learning rate used
in the non-optimized model, the FA-optimized model adjusted its learning rate at Epoch 4 and Epoch 9, leading to
smoother convergence and improved model stability. Extended Training Period (10 epochs vs. 5 epochs) the additional
training epochs allowed the model to refine its learning, resulting in more robust decision boundaries.

Firefly Algorithm for Hyperparameter Optimization: Unlike manual hyperparameter tuning, which is computationally
expensive and less adaptive, FA systematically explored the hyperparameter space, selecting optimal configurations
for neurons, learning rate, and dropout rate. These optimizations collectively led to a more stable learning process,
reduced overfitting risks, and higher classification accuracy. The FA-DNN model demonstrated clear advantages over
the non-optimized model, confirming the effectiveness of swarm intelligence-based hyperparameter tuning in intrusion
detection for WSN.

5.2. Comparison with Previous Intrusion Detection Models

Table 5 provides a comparative evaluation of the FA-optimized deep learning model (FA-DNN) against established
intrusion detection approaches. This comparison, based on selected references, highlights improvements in accuracy,
loss reduction, and optimization strategies. The FA-DNN model integrates swarm intelligence-based optimization
(Firefly Algorithm) and data balancing (SMOTE-Tomek), demonstrating superior performance over traditional
machine learning and deep learning technique

Table 5. Performance Comparison Between the FA-DNN Model and Previous Intrusion Detection Approaches.

Test
Model Methodology Used Accuracy 'Il_'est Optimization Techniques
0SS
(%)
Proposed Model DNN + FA + SMOTE- 97.820 0.078 Firefly Algorithm, SMOTE-Tomek,
(FA-DNN) Tomek ' ' ReduceLROnPIlateau, Batch Normalization
Deep Learning for . .
Berman et al. [10] Cybersecurity 92.650 0.135  Traditional Hyperparameter Tuning
Wang et al. [11] SMO'_I'E-TomeI_( - 89.870 0.180 SMOTE-Tomek, Feature Engineering
Machine Learning
Al-Yaseen et al. [9] Hybrid SVM + Extreme 91.230 0.160  K-means Clustering for Feature Selection

Learning Machine

Swana et al. [6] lglwf |[()(Ie_tlenc|§iso; Machine 90.540 0.145 SMOTE-Tomek for Class Balancing

Firefly Algorithm + Deep

Dandime et al. [13] Learning

94.200 0.120  FA for Energy Optimization
Alguliyev and Deep Learning for

Shikhaliyev [3] Multiclass Cybersecurity 95.320 0.108  Advanced Hyperparameter Tuning
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Firefly Algorithm +

Chen and Li [7] Hybrid Learning

94.750 0.115 FA-Based Adaptive Learning

Using the FA-DNN model, accuracy rate of 97.82% and test loss of 0.0781 are both superior to prior intrusion detection
systems. The main reasons behind its superior performance include:

Compared to others hyperparameter tuning approaches like grid search [10] or hyperparameter tuning using feature
selection clustering [9], the FA-DNN model uses Firefly Algorithm for it hyperparameter tuning is dynamic and
adaptive. The search is intelligent and navigate over searching space, adapts to previous configuration to reduce
computational cost and efficiency. However, SMOTE alone [11] might produce synthetic noise without correct CM
balance; Tomek Links alone may delete important minority class samples. FA-DNN combines two techniques
guaranteeing balanced representation of classes on one hand whilst enforcing meaningful decision boundaries on the
other.

Batch Normalization, Dropout(21.36%), and ReduceLROnPlateau are all used in the FA DQN model to prevent
overfitting and also improve convergence. CNN type of models [13] have the drawback of being unable to learn
dynamically, with the resulting performance stalling. Previous studies [7] take advantage of FA for optimization; they
mainly either selected features for later optimization (feature selection) or focused on energy efficiency optimization,
but not comprehensive FA model tuning. Whereas the FA can only advance feature selection, the FA-DNN model even
further extends the FA's capability to fit dynamically hyperparameters, like neuron count, dropout rate, and learning
rate, as well.

The FA-DNN model showed improved performance metrics compared to prior frameworks evaluated on the WSN-DS
dataset, under similar experimental conditions. This observed improvement can be attributed to the integration of FA-
driven hyperparameter tuning with SMOTE-Tomek class balancing. However, further validation on alternative datasets
is recommended to confirm the model's generalizability. Rather than relying on static or manually adjusted
hyperparameter settings common in traditional deep learning pipelines the proposed model leverages Firefly
Algorithm-based search, combined with resampling and regularization strategies, to adaptively optimize performance
in the context of WSN intrusion detection. Compared to prior approaches, FA-DNN addresses limitations such as
suboptimal parameter selection and poor handling of class imbalance, offering a more adaptive and systematically
tuned framework for intrusion detection.

6. Discussion

6.1. Impact of Optimizations

Key hyperparameters such as the number of neurons, learning rate and dropout rate were optimized using the FA, an
extremely important aspect. Thus, the achieved accuracy improved from 90.09% to 95.96%. FA falls much closer to
established methods like Grid Search and Random Search in terms of needing less manual hyperparameter search
before arriving at a solution. The model converges towards an optimal configuration with minimal computational
overhead without having the FA dynamically adjusting the hyperparameters on an iterative swarm intelligence
mechanisms [7].

This device was able to balance the dataset by oversampling minority classes and remove borderline and redundant
samples at a time which produces a more uniform class distribution [6]. In contrast to standard methods of
oversampling, SMOTE-Tomek made sure that the generated synthetic data would not add too much noise to the
classification rates [5]. The model was able to increase recall for rare attack types at the cost of low false positives by
tackling the class imbalance.

The ReduceLROnPlateau dynamically decreased the learning rate whenever performance plateaued to prevent
oscillations and prevent plateaus from hindering stable convergence. The performance curves conveniently show that
when the learning rate is reduced at Epoch 4 (from 0.00179 to 0.000895) and Epoch 9 (to 0.000447) the learning
process was stabilized. These adjustments ensured a gradual learning updates, which prevented over fitting and gave
in stable loss value as well as better overall model performance [2].
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In addition, Batch Normalization and Dropout regularization techniques were combined with model to regularize,
effectively mitigating, overfitting and improving the training stability [13]. Batch Normalization helped with training
by stabilizing weight distribution and minimizing internal covariate shift as well as maintaining activation values in
their optimal range during training. On the other hand, Dropout Regularization (set at 21.36%) controls the randomness
by deactivating neurons during training so as to prevent the model from overreliance on certain features making it
robust against unseen attack patterns [12].

The optimized model had a flatter loss reduction curve shaped and therefore was learning more stably than the non
optimized model. The optimized model, like the hyperparameter optimized model with additional regularization, was
able to achieve a well aligned accuracy trend, unlike the non optimized model where there was training validation
divergence, which corroborates the effectiveness of FA driven hyperparameter tuning and regularization techniques
[3]. Optimization strategies designed in this study's study produced an optimized model that achieves the success of
the absence of drastic overfitting, therefore, it serves as a high reliable and efficient intrusion detection framework.

6.2. Metaheuristic Comparison Perspective

Although this study exclusively adopted the FA for hyperparameter tuning, it is worth briefly contrasting it with other
popular metaheuristic approaches. Particle Swarm Optimization (PSO) and Genetic Algorithms (GA), like FA, are
population-based strategies that operate without the need for gradient information, making them well-suited for
optimizing non-convex and high-dimensional functions. However, FA is often preferred due to its simpler
implementation, faster convergence in multimodal landscapes, and a better balance between exploration and
exploitation phases [22], [23].

In contrast, Bayesian Optimization (BO) represents a probabilistic model-based approach that is known for sample
efficiency, particularly when dealing with expensive evaluations. Yet, BO may face difficulties in high-dimensional
spaces and requires more sophisticated modeling and computation [24]. From a practical standpoint, FA offered a
computationally lightweight yet effective search mechanism in this work. Future research could include empirical
comparisons among these methods in the intrusion detection domain to quantify their trade-offs in accuracy,
convergence time, and computational demand.

6.3. Interpretation of Results

By integrating FA for hyperparameter tuning, SMOTE-Tomek data balancing, and training optimizations, the
optimized model achieved a 5.87% improvement in accuracy and a 35.2% reduction in test loss compared to the non-
optimized model. This suggests that automated hyperparameter tuning and advanced data preprocessing [14], [6]
contributed to improved model generalization and reduced overfitting.

The model’s robustness was further validated by the confusion matrix, which demonstrated high accuracy across
different cyberattack types [2]. Notably, the FA-DNN model perfectly classified the Flooding attack category and
significantly reduced misclassification for Blackhole and Grayhole attacks. This supports the effectiveness of the
SMOTE-Tomek technique in both balancing the dataset and reducing misclassification for underrepresented attack
classes [5]. Furthermore, low misclassification rates across all categories confirm the model’s strong discrimination
capability reducing both false positives and false negatives. This is particularly crucial in cybersecurity applications
where false positives can waste resources, and false negatives can allow security breaches to go undetected.

The SMOTE-Tomek resampling approach also ensured consistent sensitivity to both frequent and infrequent attack
classes, leading to a balanced intrusion detection system with strong precision and recall performance across all
categories [3]. While the model achieved perfect scores (1.00) for Flooding attacks, this outcome requires cautious
interpretation. It may result from highly distinguishable patterns within the Flooding class or potential overfitting
influenced by synthetic samples generated during the SMOTE process. To avoid overconfidence, future studies should
validate performance on external datasets and more varied attack scenarios to assess the robustness of Flooding attack
detection under real-world variability.

While the evaluation results indicate clear performance improvements for the FA-DNN model, this study did not
conduct formal statistical significance tests such as paired t-tests or confidence interval analysis to rigorously validate
whether the observed differences are statistically meaningful. This decision was motivated by the computational
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demands of the Firefly Algorithm optimization, which required evaluating numerous hyperparameter configurations
via repeated training. Nevertheless, the consistent improvements across multiple metrics (accuracy, loss, precision,
recall, and F1-score) provide strong preliminary evidence of the model’s effectiveness. Future research will aim to
include statistical testing protocols to better quantify result robustness and confirm the generalizability of findings
across different data splits. While the evaluation results indicate consistent performance improvements for the FA-
DNN model, several limitations should be acknowledged.

First, the use of SMOTE-Tomek for class balancing introduces synthetic samples into the dataset, which may not fully
reflect the variability of real-world network traffic. This could lead to overly simplified decision boundaries,
particularly for attack types with low original prevalence. Second, the experimental evaluation was conducted solely
on the WSN-DS dataset. Although it is a widely used benchmark, reliance on a single dataset limits the generalizability
of the results. Testing the model on additional real-world or heterogeneous datasets would provide a more
comprehensive validation. Third, formal statistical significance tests (e.g., confidence intervals, hypothesis testing)
were not applied to the reported metrics due to the computational overhead associated with retraining multiple
configurations during FA optimization. As a result, the reported performance gains should be interpreted as indicative
rather than conclusive. Future research should aim to incorporate statistical validation and multi-dataset evaluation to
further assess the robustness and reliability of the proposed approach.

7. Conclusions and Future Work

The contributions of this study are summarized briefly in this section in terms of key findings, and possible ways for
expanding the cyberattack detection models will be suggested in the future research. The FA optimized deep learning
model would significantly improve the cyberattack detection accuracy (97.82%) over traditional models. Effectively
addressing class imbalance, a minority-class attack was represented equally by the SMOTE-Tomek technique. With
our loss function, the model generalized better (i.e. fewer false positives or false negatives) by eliminating noisy
samples and refining data distribution. At Epochs 4 and 9, the learning rate was adjusted dynamically by
ReduceLROnPlateau mechanism to prevent weight updates with unnecessary and give stable convergence, which
improves performance of the model.

Unlike conventional models, the optimized model did not suffer from performance degradation on training and
validation datasets as normally observed, rather, it maintained a constant stable accuracy. Finally, the optimized model
performed the best in terms of loss and accuracy compared to the existing machine learning models such as XGBoost,
CNN, and SVM. Across stability and accuracy, the proposed FA-DNN model far surpassed XGBoost, CNN, SVM,
and the rest of traditional models. An FA dynamically explores the search space, dynamically adapting hyperparameters
based on performance trends in order to maximize a classification accuracy at minimal computational cost. As a result
of its scalability and robust performance, the FA-DNN model is a very strong deep learning technique for real time
cyber attack detection with outstanding classification accuracy, model stability and robustness from class imbalance.

While the Firefly Algorithm has proven effective for hyperparameter tuning, future research should explore Bayesian
Optimization as a potential alternative. Bayesian Optimization, known for its probabilistic model-based approach,
could provide a more sample-efficient and computationally cost-effective strategy. A comparative study between FA
and Bayesian Optimization would offer deeper insights into their respective advantages in optimizing deep learning
models for cybersecurity applications. as well as, to validate the practical effectiveness of the proposed model, future
work should focus on deploying and evaluating it in real-world cybersecurity environments, including lIoT security
frameworks, industrial networks, and cloud-based infrastructures. Key evaluation metrics should include inference
speed, false positive rates, adaptability to zero-day attacks, and computational efficiency in high-traffic conditions.
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