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Abstract

This study focuses on the importance of industrial risk management for small and medium-sized enterprises (SMEs). Risk management serves
as a strategic tool that aids institutions in achieving safety and sustainability by identifying potential risks that may lead to industrial disasters,
such as technical malfunctions, then analyzing, assessing, and responding to these risks in ways that minimize their impact on the safety of
individuals, property, and the environment. The study aims to analyze the impact of risk management on SMEs" ability to make accurate and
timely decisions and proactive risk handling. To achieve these objectives, a survey was conducted on a sample of 390 industrial SMEs. The study
employed the Confirmatory Factor Analysis methodology (CB-SEM) to analyze data from these SMEs, which helped in identifying core risk
management processes such as risk description, analysis, and conclusion, and evaluating their effectiveness in supporting decision-making. The
findings indicate that the impact of the risk description process on decision-making is positive but weak at 14.7%, while the impact of the risk
analysis process on decision-making is also positive and weak at 18.9%. However, the effect of the risk conclusion process on decision-making
was positive and moderate, at 64.8%. The results further reveal that SMEs that adopt a comprehensive and sustainable approach to risk
management have a greater ability to manage disasters and ensure operational safety. The study highlights the importance of regularly reviewing
safety protocols, providing training and simulations for employees, improving risk response strategies, and enhancing organizational
performance. The study recommends that SMEs focus on developing mechanisms for describing and analyzing risks and collaborating with
specialized entities to implement modern systems that support safety and sustainability. Additionally, it advises organizations to raise employees'
awareness and provide training on risk handling to enhance the effectiveness of risk management and ensure business continuity.
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1. Introduction

Industrial risk management plays a vital role in maintaining operational safety and enhancing the sustainability of
industrial organizations [1], [2]. Industrial risks are defined as hazards associated with production processes and
operational activities in factories and industrial plants, such as chemical leaks, fires, mechanical accidents, and
technical malfunctions. Given the technological advancements and increasing complexity of industrial operations,
institutions need effective risk management systems aimed at minimizing potential negative impacts on people, the
environment, and property [3].

Despite ongoing efforts to improve risk management systems, challenges persist in risk assessment, incident response,
and the transfer of knowledge gained from past incidents [4]. Systematic risk assessments are essential in developing
proactive strategies that minimize the impact of incidents and support decision-making during critical [5], [6].
Therefore, creating integrated and targeted assessment frameworks enhances institutional efficiency in handling
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incidents and improving response to everyday operational challenges [6]. Industrial risk management involves several
stages: identifying risks, analyzing them, assessing them, implementing appropriate responses, and finally, monitoring
and evaluating post-incident performance [7]. These stages parallel disaster management phases, including prevention,
preparedness, response, and recovery. Each phase requires specific actions that rely on data analysis, team coordination,
and the availability of resources for effective implementation. However, the impact of each phase on the decision-
making process remains an area for further research and analysis [8], [ 9]. This study’s core issue lies in understanding
how each stage of disaster management influences the quality and effectiveness of decisions made within small and
medium-sized industrial enterprises (SMES). Success in risk management relies not only on executing measures but
also on utilizing information from each stage to enhance decision-making [10]. Accordingly, this research seeks to
identify the relationship between disaster management phases and decision-making efficacy, focusing on factors that
affect this relationship and ways to improve it through continuous evaluation and learning [11].

In this context, this paper aims to study and develop effective frameworks for industrial risk management, focusing on
systematic assessments and interaction mechanisms within the industrial system. We will also explore modern risk
assessment methods and ways to enhance employees’ and managers’ general understanding of risks to foster a safety
and prevention culture within industrial institutions [12], [13]. This study is particularly important for SMEs in the
literature, given the administrative, economic, and financial challenges they face [14] and the industrial risks and
disasters that confront them. The study emphasizes industrial risk management as a means to improve operational
safety and ensure institutional sustainability [15]. It covers essential steps, including risk identification, analysis, and
conclusions, which help institutions make effective and quick decisions to manage risks and mitigate their adverse
effects. This study is crucial as it offers a risk management model that considers the novelty of scholar's experience,
providing a practical framework for institutions to develop preventive plans and effective responses to industrial
disasters. It also highlights the importance of utilizing financial and technical resources prudently to achieve
sustainability, encouraging institutions to adopt modern methods to avoid risks and meet long-term goals despite
complex circumstances.

2. Literature Review

Risk management is defined as the process of identifying, assessing, and mitigating potential negative impacts of risks
on operations, individuals, and the environment surrounding institutions. In the industrial context, risk management is
crucial for ensuring operational safety, improving efficiency, and guaranteeing business continuity [16]. Effective
mechanisms for identifying and analyzing risks allow institutions to anticipate potential threats and implement
appropriate preventive strategies [17]. Risk management is also a tool for enhancing regulatory compliance and
reducing costs associated with material and human losses that could result from major industrial incidents [18].

2.1. The Traditional Stages of Disaster Management

The literature highlights the traditional stages of disaster management, which include prevention, preparedness,
response, and recovery: Prevention involves measures aimed at avoiding risks from the outset. In the industrial sector,
prevention includes improving process design and implementing engineering and administrative controls to reduce the
likelihood of accidents [19]. Preparedness focuses on developing plans and training programs for employees and
establishing protocols for dealing with potential disasters. Effective preparedness can reduce the impact of incidents
when they occur [20]. Response involves implementing emergency procedures during an incident to minimize losses
and quickly control the situation. Effective response depends on accurate information and coordinated efforts among
teams [21]. Recovery includes actions aimed at restoring operations and production to normal, such as repairing
physical damage, providing psychological support to employees, and analyzing incidents to extract lessons learned
[22].

2.2. Parallels between Industrial Risk Management and Disaster Management Stages

The stages of industrial risk management align closely with those of disaster management, following a similar approach
in addressing potential risks and disasters, with shared objectives and core processes. Each stage in risk management
corresponds to a phase in disaster management [23]. Identifying Risks: In risk management, identifying potential risks
that may affect an organization—such as mechanical, chemical, or environmental hazards—is essential. This process
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is conducted through field inspections, data analysis, and process evaluation [24]. In disaster management, Prevention
aims to reduce the likelihood of disasters by implementing preventive measures, such as safe equipment use and
improved process designs. Both stages emphasize proactive measures to minimize the likelihood of risks and disasters
[25]. Analyzing Risks: In industrial risk management, this stage involves analyzing the nature of risks and assessing
their impact on industrial operations, including investigating root causes and estimating potential spread and safety
impact [26]. In disaster management, Preparedness involves developing response plans, training employees, and
preparing equipment for emergencies, reflecting a similar focus on pre-emptive actions to address and manage
identified risks [27]. Evaluating Risks: In risk management, this stage involves assessing risk severity and prioritizing
resources to manage the most impactful risks [28]. Similarly, in disaster management, the Response phase requires
prompt action to minimize disaster impacts, relying on rapid decision-making and coordinated efforts to reduce adverse
effects [29]. Implementing Responses: This stage in risk management involves executing pre-defined preventive and
emergency response actions, such as additional safety systems and emergency protocols to protect assets and
individuals [30]. In disaster management, Recovery aims to restore normal operations as quickly as possible by
repairing damages, resuming activities, and analyzing performance. Both stages focus on restoring stability and making
improvements based on lessons learned [31]. Monitoring Performance: In industrial risk management, this stage
assesses the effectiveness of implemented actions, ensuring objectives are met and addressing any gaps [32]. In disaster
management, Evaluation and Improvement involves extracting lessons learned and identifying improvement areas
post-disaster, thus enhancing future readiness. Both stages aim to optimize the system and reduce future risks [33],
[34].

2.3. Interconnected Stages of Industrial Risk Management

The stages of industrial risk management are interconnected and sequential, working together to achieve the ultimate
goals of safety and sustainability [35]. Risk identification is the first and fundamental step, providing initial information
on potential risks that may impact industrial operations [36]. This phase serves as the foundation for risk analysis, as
effective risk identification enables a thorough analysis. During this stage, data is collected, and potential scenarios are
identified, contributing to a deeper understanding of risks during analysis. The more accurate the identification, the
more effective the analysis and subsequent risk management actions will be [37].

Following risk analysis, which assesses the severity and likelihood of risks, the process moves to risk evaluation. This
step establishes criteria for assessing risks, such as their potential impact, frequency, and controllability [38]. Effective
analysis allows for a more precise evaluation, helping to prioritize the most critical risks and supporting better decision-
making regarding resource allocation and control measures [39].

Risk evaluation guides the implementation stage, where appropriate actions are identified to address risks and minimize
their impact. Evaluation contributes to the formulation of preventive and response plans based on the priorities
identified. The more accurate and objective the evaluation, the more effective the response strategies become. This
stage provides clear information on risks that require immediate action, facilitating appropriate and timely responses
[40]. Once responses are implemented, monitoring is essential to assess the effectiveness of measures taken and ensure
the achievement of defined objectives [41]. The success of implementation relies on precise performance monitoring
to assess whether the actions have effectively reduced risks [42]. Monitoring performance allows for continuous
improvement by identifying potential shortcomings and making necessary adjustments. It also enhances future
responses by providing feedback that aids in improving planning and execution [43]. The results from performance
monitoring reorient the risk identification phase, where new or unexpected risks that may emerge during operations
are identified. This phase depends on the system’s ongoing improvement by learning from past mistakes and successes
[44]. Continuous performance monitoring refines risk identification strategies, leading to a more accurate and
comprehensive approach to identifying potential risks. The more effective the monitoring, the more precise future risk
identification becomes.

2.4. How Industrial Risk Management Stages Impact Decision-Making

The stages of industrial risk management—risk description, risk analysis, conclusions, and decision-making are
essential in informing effective decision-making and exhibit interdependencies that strengthen each subsequent phase
[45]. Risk Description: This is the first and fundamental step in the process, providing initial and precise information
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on potential risks, such as their source, likelihood, and potential impact. This data plays a crucial role in establishing a
foundation for decision-making [46].

The clearer and more comprehensive the risk description, the easier it becomes for decision-makers to understand the
situation and determine the best approach. Accurate risk descriptions lead to more objective decisions based on reliable
information [46]. Risk description also forms the input for risk analysis, as the quality of analysis depends on how
accurately risks are described. Any inadequacy in this phase could result in incomplete or misleading analysis,
hindering effective decision-making [46]. Effective communication is a vital element in risk management, as it can
contribute to improving the understanding of risks and facilitating decision-making based on accurate information.
Companies with open communication structures demonstrate a higher level of risk awareness and respond more
effectively. Open communication within organizations can enhance risk awareness and improve small and medium-
sized enterprises' responses to hazardous events.

Additionally, enhancing communication strategies can strengthen the role of risk description in the decision-making
process [46]. Risk Analysis: This phase aims to assess the severity and likelihood of each risk. It provides detailed
information that helps in evaluating different scenarios and prioritizing risk management actions [47]. Effective risk
analysis allows decision-makers to choose the best risk management strategy, whether it involves mitigation,
avoidance, or preparedness [47]. The quality of analysis is influenced by the initial risk description, as it relies on
available data about the risks. Additionally, the results of this analysis feed into the next stage, Conclusions, making it
a key component in forming a strong basis for decision-making [47].

Conclusions: These represent the synthesis of the analysis, providing specific recommendations for decision-makers.
Conclusions clarify whether accepted risks need immediate action, improvements, or adjustments [48]. The accuracy
and comprehensiveness of these conclusions directly impact decision-making, guiding decision-makers on the next
steps for managing risks [48]. The quality of conclusions relies on the precision of the analysis and the information
gathered in the description and analysis stages. Effective conclusions also consider multiple scenarios and provide
recommendations that reinforce clarity in guiding decisions [49]. Decision-Making: This is the final phase, where
decisions are made based on the foundation created by the previous stages. These decisions can range from preventive
actions to immediate responses or even long-term adjustments in operations [49]. Successful decisions rely on the
effectiveness of preceding stages; both risk description and analysis, along with accurate conclusions, influence the
quality of the final decision [49]. If any prior stage is incomplete or inaccurate, the resulting decision may be ineffective
or inappropriate for managing risks [49].

Decision-making represents the integration point of all previous stages, using the information and conclusions to form
suitable actions. Any shortfall in description, analysis, or conclusions can lead to weak or ineffective decisions [49].
Small and medium-sized enterprises can adopt a range of risk mitigation strategies, including avoiding risks by
eliminating activities or decisions that may expose them to danger. They can also reduce risks by implementing
measures aimed at decreasing the likelihood or impact of these risks, such as improving safety protocols. Additionally,
risks can be transferred by shifting the financial consequences to another party, typically through insurance contracts.
Finally, risks can be accepted by acknowledging their potential impact without taking significant actions to mitigate
them. These strategies help companies effectively manage risks and enhance their ability to adapt to challenges. Risk
response is an integral part of the decision-making process, where appropriate strategies are identified to address
discovered risks and implemented effectively. The "response” phase involves translating identified risks into actionable
strategies, which is a vital component of risk management decision-making. This includes assessing the potential
impact of each risk and selecting the most suitable response, such as mitigation, transfer, or acceptance [50].

Training plays a vital role in enhancing employees' skills and increasing the effectiveness of risk management.
Improving employees' skills can lead to better risk responses and reduced impacts; therefore, effective training
programs should be designed for small and medium-sized enterprises. These studies highlight the importance of
assessing needs and tailoring programs to meet the requirements of small and medium-sized enterprises with limited
resources. To enhance training programs, it is necessary to organize interactive workshops or use online learning
platforms to provide ongoing and flexible training that fits employees' schedules [51]. In sum, each stage of risk
management enhances the following stage and directly impacts the quality of decisions made. The more precise and
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thorough the preceding stages, the more effective the decisions, ultimately improving the efficiency of industrial risk
management.

2.5. How Industrial Risk Management Stages Impact Decision-Making

Despite extensive literature emphasizing the importance of risk management and disaster management stages, several
research gaps remain unaddressed [52]: Impact of Disaster Management Stages on Decision-Making: Many previous
studies have not sufficiently explored how each stage of disaster management influences decision-making within
industrial organizations. Often, the focus has been on describing processes or procedures, without analyzing their role
in supporting or hindering effective decision-making [53]. Lack of Practical and Field Studies: Most studies rely on
theoretical frameworks and ideal practices in risk management, with few practical experiments or field studies assessing
the effectiveness of these frameworks in real industrial environments [54]. Isolated Focus on Each Disaster
Management Stage: Previous research tends to address each disaster management stage individually, making it difficult
to understand how these stages interact with one another to improve decision-making [55]. Limited Focus on Advanced
Technology Applications: There is a shortage of research on the use of advanced technologies to support disaster
management stages, particularly in preparedness and response. Although the use of smart systems and analytics is
increasing, more research is needed to understand how these technologies can enhance procedural effectiveness [56].
This study aims to address these gaps by analyzing how each disaster management stage affects decision-making in
small and medium-sized industrial enterprises, focusing on how decision effectiveness can be enhanced through
interactive evaluation systems and continuous learning mechanisms [56].

3. Research Methodology

To achieve the study's results and determine the best model for measuring technological intelligence according to Kerr's
model, Algerian startups were selected as a case study. The exploratory factor analysis (EFA) approach was applied
using JASP software for first-degree factor analysis.

3.1. Analysis Techniques

A simple random sample of 390 enterprises was selected using the Thompson sampling formula, ensuring that the
sample was statistically significant. Out of these, 320 responses were collected and analyzed, achieving a response rate
of 82%. The simple random sample of 390 enterprises was selected using the Thompson sampling formula, as follows:

Nxp(1-p)
[[N—lx(d2+zz)]+p(1—p)] (1)

n=

n: population size; z: standard score corresponding to the significance level of 0.95, which equaled 1.96; d: margin of
error, which equaled 0.05; p: proportion of the characteristic’s presence and neutrality = 0.50.

_ 1,300,000%0.05(1—0.05)
[[1,300,000-1%(0.502+1.962)]+0.05(1-0.05)]

n ~ 390 @)

Out of these, 300 questionnaires were returned and deemed analyzable, resulting in a response rate of 77%.

3.2. Research Measurements

To test the relationships between the study variables and build a valid model, a self-developed questionnaire; Steps
were followed in developing the questionnaire by conducting reviews by experts in the field to ensure that the questions
cover all relevant aspects of the topic. These reviews helped us make adjustments to the questionnaire items.

We conducted a pilot test of the questionnaire by distributing it to a small exploratory sample of small and medium-
sized enterprises. This pilot test helped us improve the quality of the questions and participants' understanding of them,
and the results were used to modify the questions and enhance their clarity. Using Likert scales and depending on the
previous studies was designed, comprising 21 questions divided into 4 sections: Section One: Risk Description
(Questions 1 to 6); Section Two: Risk Analysis (Questions 7 to 10); Section Three: Conclusion (Questions 11 to 16);
Section Four: Decision-Making (Questions 17 to 21). In table 1, the descriptive statistics for the variables used in this
research are summarized.
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Table 1. Descriptive statistics for the variables.

Latent Item Means Standard p- Statement
Variables Code Deviation Value
I 2 680 1.082 0237 0000 Your organization has a specmc_plan for potential rl_sks,
such as an emergency plan and risk assessment studies.
12 3487 0.992 0312 0000 Th_e rlgk management plz_m a_Ilgns with the strategic
objectives of your organization.
13 3933 1077 0424 0000 Your Qrga_mzatlon allocates a dedicated budget for avoiding
Risk potential risks.
Description 14 2.793 1.127 0.381  0.000 Your organization relies on modern methods to avoid risks.
5 2940 1.097 0362 0000 Your organization recognizes that avoiding risks helps
prevent disasters.
16 2910 1167 0385 0000 Yqur organization achieves its sustainable goals despite the
existence of risks.
Totl 2.980 4112 0.866  0.000  Risk Description
T1 3.247 1.254 0308  0.000 Your organization responds seriously to risks as soon as
they emerge.
T 2970 1167 0349  0.000 I:;Sr organization has the capability to anticipate potential
Risk Analysis T 2993 1077 0301 0000 :i(solgsr organization estimates the potential loss value from
T4 3753 1.061 0381 0000 Yo_ur organization accuratel_y determines the financial value
of investments exposed to risks.
Tot2 3.301 1.116 0.345 0.000 Risk Analysis
Tal 3.070 1.104 0.336  0.000  Your organization performs well in facing any risk.
Ta2 2973 1116 0311 0000 Your organization conducts periodic reviews of monitoring
protocols.
Ta3 2863 1130 0313 0.000 Your organization has a list of risks with a low probability
of occurrence.
Conclusion Tad 2.870 1.143 0.277  0.000  Your organization has in-house experts for risk analysis.
Ta5 2927 1178 0317  0.000 Your o_rganlzatlon consults external experts for risk
analysis.
Ta6 3.023 1.162 0432 0.000 Your organlzatlon has technical and financial capabilities to
control risks.
Tot3 2.790 1.166 0.376  0.000  Risk Conclusion
n 2727 1.160 0354  0.000 YOl_Jr organization frains its human resources in handling
various risks.
Your organization develops the skills of its human
J2 2.683 1.207 0.351  0.000 resources through training and simulation to face potential
risks.
Decision- 13 3.037 1.120 0347  0.000 Your organization has early warning systems in place to
Making ' ' ' ' prepare for any emergencies.
4 2877 1138 0370 0.000 :i(sctjsr organization has warning signals for various potential
5 2837 1.150 0379 0.000 YOl_Jr organlza_tlon_prowdes cards and guidelines specific to
various potential risks.
Tot4 2.993 1.098 0.356  0.000  Decision-Making

We observe from the table that the mean for each stage of risk management and decision-making achieved a moderate
to high level, with values greater than 2.60, ranging between 2.79 and 3.30, at a significance level of less than 0.05.
Therefore, we can say that small and medium-sized industrial enterprises use the stages of risk management and
decision-making to a moderate degree. We also note a statistically significant positive relationship at a significance
level of less than 0.05 between all elements of the study variables.
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3.3. Normality Test

To ensure whether the study variables follow a normal distribution, the Cramer-Von Mises test was conducted. This is
illustrated in the table 2.

Table 2. Cramer-Von Mises Normality Test

Variables Cramer-Von Mises P Value
Description 1.598 0.067
Analysis 4.592 0.116
Conclusion 1.522 0.245
Decision 1.690 0.086

We observe from Table 2 that the Cramer-Von Mises values range between (1.522 and 4.592) with a p-value greater
than 0.05. From this, we can conclude that all the study variables are normally distributed, allowing us to proceed with
the study and conduct the analysis using the CB-SEM methodology.

3.4. Confirmatory Factor Analysis Test using CB-SEM

The first step in the analysis before applying CB-SEM is the Confirmatory Factor Analysis (CFA), conducted using
Smart PLS software to verify the conceptual structures and measurement models of the research model [20]. This can
be illustrated in the table 3 below.

Table 3. Fit Indicators for Risk Management Stages

Measurement X2/df  NFI CFI TLI  RMSEA GFI SRMR  Cl-square. o e
Model X2
o From NFI CFI TLI RMSEA GFI SRMR The lower, the P <0.05
Acceptance Criterion better
1to5 >0.9 >0.9 >0.9 <0.08 >0.9 <0.08

Risk Management 2.889 0.901 0.932 0.923 0.079 0.950 0.043 582.643 0.000
Stages
Decision achieved achieved achieved achieved achieved achieved achieved achieved Achieved

The fit indicators in the table suggest that the risk management stages measurement model is statistically valid and
demonstrates a strong fit to the data. The P-value is 0.000, which is less than 0.05, indicating high statistical
significance. The Chi-square value is 582.643, which is reasonable, particularly considering the small sample size.
Additionally, the SRMR value is low at 0.043, indicating good fit and minimal residual variance. The GFI exceeds the
required threshold with a value of 0.950, indicating that the model explains a substantial portion of the data variance.
The RMSEA value is 0.079, which falls within the acceptable range (<0.08), enhancing the model’s reliability. The
TLI value is 0.923, above the minimum required threshold (0.9), confirming the model’s fit and improvement over the
baseline model. The CFI achieves a value of 0.932, surpassing the acceptable threshold (0.9), indicating good
performance compared to the independent model. The NFI achieves a value of 0.901, meeting the acceptance criterion
and indicating good model fit to the data. Finally, the X2/df ratio is 2.889, falling within the acceptable range of 1 to
5, demonstrating that the model complexity is balanced with fit quality. Overall, these indicators highlight that the risk
management stages measurement model is well-constructed and effectively supports decision-making processes in
small and medium-sized industrial enterprises, reinforcing the model’s reliability in supporting safety strategies and
sustaining organizational performance.

3.5. Validity and Reliability

The second step is to estimate the structural model, conducted using the CB-SEM methodology. The results show that
all model fit indices are identical to those in the CFA, and despite some minor deviations, all values are satisfactory
and appropriate, thus not affecting validity. Following this, an evaluation of the measurement model is carried out by
analyzing validity and reliability [44]. The results for all techniques can be seen in the table 4.
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Table 4. Convergent Validity and reliability for the constructs

CB-SEM
Items Loading Cronbach Cor_npc_)s_ite AVE
alpha reliability
Description
11 0.502
12 0.589
13 0.864
14 0.846 0.886 0.898 0.593
15 0.864
16 0.867
Analysis
Tl 0.770
T2 0.898
T3 0.847 0.811 0.841 0.574
T4 0.425
Conclusion
Tal 0.752
Ta2 0.815
Ta3 0.856
Tad 0.785 0.913 0.913 0.638
Tab 0.851
Ta6 0.724
Decision
J1 0.846
J2 0.880
J3 0.804 0.927 0.928 0.720
J4 0.870
J5 0.842

We observe from the table that all loading factors (saturations) are significantly high, greater than (0.70) for all
variables, with some exceptions where three items had outer loadings below (0.70). However, these items were retained
as they did not affect the model’s validity. All AVE values exceeded the recommended threshold (0.50), indicating that
each construct explains more than 50% of the variance in its indicators, thus confirming convergent validity across all
techniques. The Cronbach's Alpha and Composite Reliability values were all above the recommended threshold (0.70),

which is statistically acceptable and indicates the reliability of the constructs [48].

3.6. Measures of Sampling Adequacy (MSA)

This criterion is used to assess the independence of latent variables, also known as dimensional overlap, where the
relationship value between a latent variable and itself should be greater than the relationship with any other latent
variable [48]. The study results according to the Fornell-Larcker criterion were represented as a matrix as follows in

table 5.
Table 5. Discriminant Validity according to Fornell-Larcker criterion
Fornell-Larcker criterion
Analysis Conclusion Decision Description
Analysis 0.820
Conclusion 0.782 0.922
Decision 0.758 0.799 0.849
Description 0.789 0.809 0.828 0.770

From the table, we observe that for all latent variables, the value of the relationship with itself is greater than the value

of the relationship with other latent variables, indicating that the latent variables are independent.
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3.7. HTMT Criterion Test
The HTMT criterion measures the ratio of inter-construct correlations to intra-construct correlations. For an acceptable
model, no path coefficient should exceed a value of (0.90). If a path coefficient is greater than (0.90), it indicates that

the constructs are theoretically very similar [43]. The study results according to the HTMT criterion were as follows in
table 6:

Table 6. Discriminant Validity according to HTMT criterion

HTMT criterion
Analysis Conclusion Decision Description
Analysis
Conclusion 0.829
Decision 0.863 0.826
Description 0.849 0.826 0.833

From the table, we observe that all values are not close to 1, ranging between (0.829 and 0.863), thereby meeting the
criterion, and indicating that there are no theoretically similar constructs.

3.8. Structural Model of the Study: Structural Model Coefficient

After verifying the validity of the model through the assessment of construct validity and reliability, we move on to the
second phase, which involves evaluating the structural model. This phase aims to examine the model's predictive
capabilities and the relationships between constructs, using specific indicators. The structural model of the study is

represented as follows in figure 1.
*r2 2

o n b X b Pl w e
T

o770 0898 0837 453
e 12 0.502
0.sa9

* = "0‘564* Analysis \m\—// — . =
0.846 3
- 14 "0 567 \ tad -
P Description Conclusion ~a
#| s / \ as &
o 6 (s ta6 &

Figure 1. Path diagram with standardized estimates (CB-SEM)

From the figure, we observe that all correlation coefficients between items and latent variables were high. The
relationship between the stages of Risk Description and Risk Analysis was strong, estimated at (78.9). The relationship
between Risk Analysis and Risk Conclusion was also high, estimated at (78.2), while the relationship between Risk
Description and Risk Conclusion was estimated at (80.9).

3.9. Path Analysis

By estimating the relationships within the structural model, which represents the hypothesized relationships between
constructs, the statistical significance of all relationships is tested using T-values, P-values (less than 5%), and path
coefficients. The study results for testing the significance of coefficients are presented as follows in table 7.
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Table 7. Structural model coefficient

CB-SEM
Structural model analysis Path coefficient T values P values
Description — Decision 0.147 2.212 0.028
Analysis — Decision 0.198 3.163 0.002
Conclusion — Decision 0.648 8.803 0.000

From the table, we observe that the relationship between Risk Description and Decision-Making in small and medium-
sized industrial enterprises is statistically significant at a 0.05 significance level, with a p-value of (0.028). The
calculated T-value was (2.212), which is greater than the critical T-value (1.948). Additionally, the path coefficient (O)
for the effect of Risk Description on Decision-Making is positive, at (0.147), indicating a positive but weak effect.
Therefore, the impact of Risk Description on Decision-Making in industrial SMEs is positive but weak. Similarly, we
observe from the table that the relationship between Risk Analysis and Decision-Making in small and medium-sized
industrial enterprises is statistically significant at a 0.05 significance level, with a p-value of (0.002). The calculated T-
value was (3.163), which is greater than the critical T-value (1.948). Additionally, the path coefficient (O) for the effect
of Risk Analysis on Decision-Making is positive, at (0.189), indicating a positive but weak effect. Thus, the impact of
Risk Analysis on Decision-Making in industrial SMEs is positive but weak. Finally, the table shows that the
relationship between Risk Conclusion and Decision-Making in small and medium-sized industrial enterprises is
statistically significant at a 0.05 significance level, with a p-value of (0.000). The calculated T-value was (8.803), which
is greater than the critical T-value (1.948). Additionally, the path coefficient (O) for the effect of Risk Conclusion on
Decision-Making is positive, at (0.648), indicating a positive and moderate effect. Therefore, the impact of Risk
Conclusion on Decision-Making in industrial SMEs is positive and moderate.

4. Discussion of the Results

Through the analysis of theoretical literature and the practical study, we arrived at the following results:

Risk Management Components in SMEs: Risk management in small and medium-sized industrial enterprises consists
of three processes: risk description, risk analysis, and risk conclusion. This structure supports the theoretical framework
on which our study is based. Our results showed that the hierarchical structure of risk management operations provides
a good fit to the data. Using the Confirmatory Factor Analysis methodology (CB-SEM), we found that these three
processes constitute first-level factors, with risk management serving as the overarching factor. Small and medium-
sized industrial enterprises precisely determine the financial value of investments at risk, train their human resources
in risk handling, and develop their capabilities through training and simulations to face potential threats. This aligns
with the findings of [7], which indicated that organizations invest in training and development to prepare staff for real
and secure environments, reinforcing a culture of learning and future development.

Significance of Risk Conclusion in SMEs: Risk management significantly enhances the risk conclusion process, as
SMEs aim to improve overall capabilities, train their personnel to handle risks, and strengthen relationships with their
environment, adapting to internal and external changes. SMESs have early warning systems and various tools to prepare
for emergencies. This supports [8], who found that organizations prioritize risk conclusion over analysis or description,
as it has a significant impact on decision-making. They focus on teaching employees how to respond to risks when
they arise. Importance of Risk Evaluation: Risk evaluation is crucial for the success and continuity of SMEs, with a
significant influence on decision-making. SMEs determine appropriate actions to address risks and mitigate their
impact, allowing for the development of preventive and response plans based on identified risk priorities. This aligns
with [10], who concluded that risk evaluation is essential for identifying and implementing measures associated with
specific risks, finding suitable solutions, and establishing optimal strategies to mitigate or eliminate risks and prevent
recurrence. Role of Risk Management in Achieving Strategic Goals: Risk management plays an essential role in
achieving strategic objectives for SMEs, as these organizations use risk plans aligned with their strategic goals. This
finding is consistent with [12], who highlighted that organizations create plans covering both internal and external
risks, which impact the sustainability of industrial enterprises. It also aligns with [13], who found that risk management
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is crucial for the success of organizations as it affects choices that foster resilience and long-term sustainability, helping
them navigate the challenges and complexities of the business world.

Continuous Challenges in Risk Assessment: SMEs continue to face challenges related to risk assessment, incident
response, and risk mitigation. This aligns with [7], who found that SMEs use risk analysis as a driver for proactive risk
assessment behaviors and possess comprehensive systems that enable them to achieve desired performance levels,
helping them remain competitive in the market and effectively mitigate risks. It is also in agreement with [10], who
found that SMEs actively identify, analyze, respond to, and mitigate risks before they cause harm, with these
organizations navigating both the challenges and opportunities in risk management. There is a positive but weak impact
of the Risk Description process on decision-making in small and medium-sized industrial enterprises. This is due to
the fact that these organizations lack a specific risk management plan, such as an emergency plan, risk assessment, or
contingency studies. This differs from [11], which found that organizations possess emergency response systems,
including fire, ambulance, and police services, which help them achieve optimal performance and make better decisions
regarding risk. Additionally, they do not rely on modern methods nor recognize the importance of risk avoidance,
which also contributes to the inability of these SMEs to achieve their sustainable goals in the face of risks, often leading
to disaster. This aligns with [13], which concluded that SMEs possess sufficient knowledge of future events and allocate
budgets to avoid expected risks. It also aligns with [14], which found that organizations are flexible when facing
uncertain situations, are fully aware of potential risks, and have future estimations of destructive project costs.
However, the degree of impact differs; in the current study, the influence was weak, with an impact rate of 14.7%,
whereas in [22], the impact was high. This also contrasts with [20], which found that organizations are able to take
necessary measures to minimize or completely eliminate risks, reducing them to an acceptable minimum.

The study found that there is a positive but weak impact of the Risk Analysis process on decision-making in SMEs.
This weakness stems from the fact that these organizations do not take risks seriously as soon as they arise, differing
from [21], which found that organizations take risks seriously and are fully aware of all necessary procedures to
distinguish between different risk responses. They also document decisions and review plans to analyze past incidents.
Additionally, SMEs lack the ability to anticipate risks or estimate the potential losses they might cause, which contrasts
with [20], where organizations were found to have the capability to anticipate risks, assess risk levels, and evaluate
potential losses. They also conduct vulnerability assessments in risk scenarios and devise methods to address possible
threats or weaknesses. This also contrasts with [21], which found that organizations possess a strong ability to anticipate
risks to achieve their strategic goals in both the short and long term. There is a positive and moderate impact of the
Risk Conclusion process on decision-making in SMEs. This is because these organizations do not sufficiently rely on
periodic reviews of monitoring protocols and do not maintain a list of low-probability risks. Furthermore, they neither
employ nor consult internal and external experts for risk analysis, which differs from [21], which found that
organizations extensively use risk assessment activities by designing controls and implementing appropriate security
measures to mitigate or eliminate risks during the risk treatment process, regardless of the type of risk. This also
contrasts with [21], which found that organizations use guidelines that assist employees in improving their work,
especially by referencing the standards used to reach conclusions and by relying on both internal and external experts
for risk analysis.

Based on the discussion of the previous results, we recommend that small and medium-sized industrial enterprises
(SMEs) prioritize risk management, as it plays a vital role in maintaining operational safety and enhancing the
sustainability of industrial institutions. They should also focus on Risk Conclusion as a critical element of their strategic
approach and a necessary tool for making optimal decisions regarding the steps to be taken to handle risks. It is essential
to consider multiple scenarios that arise from risk analysis, which strengthens their ability to guide decisions effectively
and clearly. SMEs should also maintain a list of low-probability risks and demonstrate strong performance in managing
any risk. They should consult internal and external experts for risk analysis, possess the technical and financial
capabilities to control risks, and conduct regular reviews of their monitoring protocols. Additionally, SMEs should give
proper attention to the Risk Description process, as it is the foundational step in risk management and serves as the
primary input for the risk analysis phase. Providing initial, accurate information about potential risks—such as the risk
source, likelihood, and potential impact—plays a crucial role in establishing a solid decision-making foundation. SMEs
are also advised to develop a specific plan for potential risks, such as an emergency plan and risk assessment studies,
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and allocate a dedicated budget for avoiding expected risks. Moreover, SMEs should recognize that avoiding risks
contributes to disaster prevention and strive to meet their sustainable goals despite the presence of risks, while adopting
modern methods to avoid those risks. Furthermore, SMEs should place emphasis on Risk Analysis, which is a
significant input for the conclusion phase and an essential part of building a robust decision-making foundation. This
can be achieved by determining the severity of the risk, assessing its likelihood, and evaluating its potential impact.
SMEs should provide detailed information that helps evaluate different scenarios and prioritize risk management
actions. Additionally, SMEs need to treat risks seriously as soon as they arise, develop the full capacity to anticipate
risks, and accurately determine the financial value of investments exposed to risk. They should also have a
comprehensive understanding of the potential losses associated with risks, and SMEs should enhance their
organizational culture to support risk management, such as promoting participative leadership and encouraging open
communication about risks. We also recommend the necessity of using artificial intelligence for predictive analytics
and real-time data processing to support decision-making and reduce human errors, as well as improving cybersecurity
and analyzing market data to predict potential risks and respond swiftly. Additionally, we recommend enhancing
communication regarding risks within these organizations by organizing regular workshops to discuss potential risks
and updates on mitigation strategies, which will help engage all employees in the risk management process.

5. Conclusion

This study explores the significance of industrial risk management for SMEs in Algeria, considering the increasing
economic, administrative, and technical challenges facing these institutions. The study reviewed the stages of risk
management, including identifying risks, analyzing them, determining necessary actions, and understanding how these
institutions respond to industrial risks and disasters that may affect their safety and sustainability. Using the
Confirmatory Factor Analysis methodology (CB-SEM), data from a sample of Algerian SMEs was analyzed to assess
the impact of risk management on strategic decision-making in industrial institutions. The findings reveal that SMEs
adopting a comprehensive risk management approach are more likely to achieve greater resilience and long-term
sustainability in the face of risks and disasters.

In light of these results, it is clear that risk management is an essential tool that enables SMEs to enhance safety and
reduce the likelihood of industrial disasters. The study highlights the need for institutions to adopt a systematic and
comprehensive approach to risk management, which includes developing preventive plans, training employees, and
allocating an independent budget for risk handling. To increase the effectiveness of this approach, the study
recommends that institutions focus on improving risk description and analysis processes, collaborate with internal and
external experts, and regularly review safety protocols. By doing so, SMESs can improve their crisis response, adapt to
changes, and ensure continuity and sustainable growth.

5.1. Research Limitations

This study focused solely on SMEs in the literature, which may limit the generalizability of its findings if applied to
countries or regions with different economic and regulatory contexts. The sample size was restricted to a specific
number of SMEs in the industrial sector, which may restrict broader generalization, as results could differ in other
sectors. The study primarily utilized traditional risk management methods, with limited integration of advanced
technologies like artificial intelligence and predictive analytics, which could provide a more in-depth and accurate
understanding of risks. Rapid economic and political changes, which could influence SMEs’ risk management
strategies, were not considered, particularly during economic crises or legislative shifts.

5.2. Future Works

In our future research, we plan to explore the role of organizational culture in supporting risk management and to
expand the scope of our study to include other regions or countries, enabling us to test the generalizability of the results
and understand the impact of regional factors on risk management. We will focus on integrating artificial intelligence
and advanced technologies, such as machine learning, which may enhance institutions' ability to predict risks more
accurately and improve risk response mechanisms. Additionally, we intend to incorporate qualitative data through
interviews and case studies to enhance our understanding of management practices and how companies deal with risks.
We aim to develop tailored recommendations for specific industries, such as information technology and
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manufacturing, clarifying how strategies can be customized to meet each sector's needs, including enhancing
cybersecurity and improving supply chains using artificial intelligence. Our research will also expand to include
additional influential factors like employee training levels and internal system structures, providing insights into how
these elements affect risk management effectiveness. Furthermore, we plan to investigate factors that contribute to
successful risk management in SMEs, including effective leadership, strategic planning, and innovative crisis
management strategies. Conducting comparative studies between Algeria and other countries with different risk
management experiences may help identify global best practices and assess their applicability locally. We also
recognize the importance of studying the direct and indirect economic impacts of risk management applications on
financial sustainability and economic growth in SMEs. Lastly, we will expand our research scope to include
environmental and climate risks, given their increasing significance and effects on industrial sectors. This
comprehensive approach will enhance our understanding of risk management and improve decision-making
effectiveness in various contexts.
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