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Abstract

In the area of digital twin technologies, ensuring operational accuracy and efficiency requires information alignment between the physical objects
and their corresponding digital twins. This study presents a catalog of synchronization patterns that can be incorporated into the design of digital
twin systems to help improve data quality and alignment in these systems. The catalog consists of 11 synchronization patterns and was developed
based on analyzing prior synchronization solutions in digital twin systems. This catalog provides an overview of each pattern, its applicability,
and its advantages and limitations. With this approach, it is possible to study the benefits and limitations of various synchronization patterns,
such as time-driven, event-driven, hybrid, and adaptive patterns, and determine their applicability in different operational settings. Identified
patterns are simulated in several component-based software architectures, where synchronization patterns are embedded in components’
connectors to minimize modification in these components. The study results indicate that it is crucial to identify and incorporate appropriate
synchronization patterns in the design of digital systems to maximize the benefit of this technology. While some patterns work well in industrial
settings, others are more applicable in domains such as health systems and smart cities. The findings offer valuable directions for future
innovations and use in various industries, thereby significantly raising the field of digital twin technology.
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1. Introduction

Several areas have been revolutionized with the digital twin’s technology, in which virtual replicas are created from
physical objects such as physical entities, processes, and locations [1], [2], [3]. Synchronization is a crucial attribute of
digital twin systems. It ensures that a digital twin adequately reflects the state of its physical object through continuous
alignment between a physical object and its digital twin, providing a reliable digital twin for command, diagnostics,
and forecasting maintenance, as shown in figure 1. The overall added value obtained from this technology in these
systems is affected by proper alignments between twins via synchronization since the synchronization process
replicates a real-world object, enabling it to support better decision-making and predictive maintenance. This is equally
critical to organizations, as live data and predictive analytics have the potential to influence operational outcomes
greatly.

Physical twin - » Symehronizatior > Digital twar

Figure 1. Overview of the Concept of Synchronization in Digital Twins

The synchronization concept in digital twin systems has grown from basic data mirroring to a complex, real-time
interaction between physical objects and their digital twins. Synchronization in digital twin systems can involve (a)
data synchronization, (b) process synchronization, and (c) time synchronization. In data synchronization, the
synchronization mechanism must transmit sensor data in real time and ensure its consistency and integrity during
network outages or latency. Among the issues that data synchronization must handle on a large scale, it is possible to
mention vast volumes of data, quality preservation consideration, and heterogeneities of different formats. In process
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synchronization, synchronization covers process alignment, in which the digital twin’s analytical or simulation
activities are correlated with actual subroutines wherein an asset operates. It is essential to ensure that the information
obtained from using digital twin systems remains meaningful and up-to-date. Time Synchronization aligns each digital
twin state and temporalized state's status with the physical object. This becomes critical for real-time systems such as
production or logistics automation.

Synchronization in digital twin systems can be achieved through software-based methods, in which various software
tools, including protocols for real-time communication, middleware solutions, or reliable APIs, are used. These tools
must also support huge volumes and varied data types and guarantee reliable transmission. Synchronization also
requires hardware considerations since hardware is a major factor that significantly influences synchronization. This
includes sensor placement and deployment, network architecture for conveying data, and computational resources for
data processing and analysis.

Several challenges need to be addressed to utilize the digital twin technology effectively, including (1) real-time data
handling addressing concerns such as high throughput, low latency, and data consistency, even when losses or
transmission mistakes could occur, (2) privacy concerns of synchronized data [4], (3) the complexity of systems since
digital twins may integrate multiple (sub)systems and components, all of which have their own needs and qualities,
which increases the overall complexity, and (4) precision and reliability since, in many domains, precise and constant
synchronization is required. This is particularly important in highly critical domains, such as aerospace or medicine, as
incorrect synchronization may lead to catastrophic results.

Furthermore, the emergence of digital twin technology in variant domains such as the manufacturing, health care,
automotive, and energy industries indicates a necessity for understanding various synchronization techniques, where
the applicability of these techniques depends on operational conditions and technological constraints, all while
managing data complexity and volume.

Considering these difficulties, this study investigates synchronization techniques commonly incorporated in the design
of digital twin systems. We describe these techniques as synchronization patterns recurring in specific contexts and
settings. This approach allows practitioners to understand the applicability of these patterns and evaluate their
advantages and disadvantages according to business needs. The research questions of this work are as follows:

RQ1: What real-time synchronization mechanisms exist to achieve data alignment in digital twins?

RQ2: What synchronization patterns can be applied in digital twin systems that work best under specific
contexts/settings/scenarios?

To address RQ1, this paper first provides the results of a comprehensive literature review of various synchronization
approaches reported in prior works in digital twin systems. For RQ2, the paper presents a catalog of 11 synchronization
patterns developed based on careful analysis of the results obtained from the literature review. Several research efforts
were made in the past, notably in event-driven synchronization in industrial scenarios and time-driven techniques for
environmental monitoring and hybrid schemes on smart city infrastructures, which have achieved efficient operations,
accurate data generation, and prompt system responsiveness. However, these studies also highlight the importance of
more flexible and integrated synchronization approaches, especially in multi-tiered system environments, which are
large-scale systems operating within volatile contexts. Therefore, this paper seeks to fill existing gaps by giving a
holistic view of patterns for synchronizing digital twins that apply to different use case scenarios. This paper's findings
are expected to enhance the effectiveness of digital twin systems.

2. Literature Review

To address RQ1, we conducted a comprehensive literature review of prior works on synchronization in digital twin
systems. The literature review was conducted by searching various scholarly databases, including IEEE Xplore, Google
Scholar, ResearchGate, and ScienceDirect. Our search terms consist of “digital twin” and “synchronization” to cover
the full range of prior works related to these terms. The results were refined further by reviewing and evaluating the
abstract section to determine the relevance of such works. The results were then re-evaluated by reviewing the full text
to assess its relevance.
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Our results (see table 1) show that the research landscape in digital twin systems has offered a wide range of efforts,
addressing diverse issues and problems related to the design and implementation of synchronization approaches. Based
on a set of characteristics, prior works can be classified as follows.

Technological Frameworks: Various concepts have been considered in the research for digital twin synchronization.
For example, prior works suggested the development of a blockchain-based digital twin (DT) framework to secure
cyber-physical systems. This indicates that there have been attempts to merge emerging technologies such as
Blockchain for better security and trust levels within Digital Twin models [5]. In [6], the authors provide a holistic
framework and an analysis of the problem of digital twin synchronization, forming a foundational understanding
regarding challenges and solutions in this area.

Application-Specific Studies: some prior works are tailored to specific digital twin applications, such as studies on
digital twins for urban logistics, capturing the typical ways digital twin technology may be used in this particular area
of practice [7].

Broader Technological Challenges and Directions: A few studies have provided a more comprehensive view of
enabling technologies, challenges, and open research areas in digital twins, such as those involving Al and loT
integration. Thus, an emphasis is placed on combining several advanced emerging technologies under development in
digital twins [8]. In [9], the authors provide a comparison framework for digital twin research to critical analysis for
several techniques, trends, and future directions necessary for better understanding the overall trajectory of
development regarding digital twins.

Therefore, despite a great deal of study, there are still many gaps in digital twin systems, including (1) the need for
integrated and holistic frameworks since complex digital twin settings require seamless integration of various sources
and types of data, which require handling of heterogeneity and achieving efficiency, (2) consideration for scalability
and flexibility, as studies of synchronization patterns that are scalable and flexible enough to handle requirements in
real-time remain limited, and (3) consideration for cross-domain synchronization strategies, since applications across
different domains may also be considered when exploring strategies for synchronization since each has its unique set
of challenges and requirements.

With this respect, this paper addresses the second gap by investigating suitable synchronization patterns for digital
twins. To better understand such synchronization mechanisms, our approach categorizes prior works according to
several factors, including (1) solution type, where we classify the type of solution, such as architecture, framework,
and pattern (2) applicability of the solution indicating whether the synchronization solution provided by the authors is
domain-independent or domain-specific (and in which domain), (3) whether prior implementation knowledge about
the internal software system in which digital twins operate is required for applying the proposed solution, (4) the
validation approach by the authors to validate their proposed solution (e.g., using simulations, case studies, etc.), and
(5) the synchronization triggers for triggering the synchronization process in the proposed solution.

Table 1 summarizes the results of the literature review. Notably, most reviewed works require prior knowledge about
the design/implementation of the system in which the digital twins operate. In addition, we have discovered that several
approaches share common triggers for the synchronization process. For example, many existing methods rely on hybrid
and adaptive synchronization, while other synchronization triggers are less common. These synchronization triggers
are explained in section 3. Finally, the reviewed synchronization solutions cover a range of domains and contexts,
where the majority are domain-dependent.

3. Research and Discussion

After carefully analyzing the literature review results, we developed a catalog of 11 synchronization patterns that can
be incorporated into the design of digital twin systems. This section provides details of each pattern, including an
overview of its mechanics, applications, advantages, and limitations.
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Table 1. Results of literature review classifying prior works on synchronization in digital twin systems.
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3.1. Event-Driven Synchronization Pattern

Overview: In this pattern, synchronization between the physical object and its digital twin is triggered in response to
events or state changes occurring at the physical object (see figure 2). For example, an unmanned arial vehicle might
receive a command to change direction or destination from a controlling system, which causes a state change. Such
events trigger synchronization under this pattern. Mechanics: To realize this pattern, input events such as sensor inputs
and external alerts to the physical objects that may cause a state change are identified. Synchronization is then triggered
for relevant events, ensuring that the digital twin updates are directly correlated with significant changes in the physical
object [2], [3], [10]. Applicability: This pattern applies to systems with well-defined input events, states, and transitions
between these states (e.g., via state machines), such as industrial automation and emergency response systems, in which
events that trigger state change can also trigger synchronization. Advantages and Limitations: This pattern delivers
accurate and timely updates to the digital twin when important events or state changes occur at the physical object.
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However, accurately identifying relevant events or states can be challenging, especially for complex systems with vast
amounts of events that may contain noise. In addition, the digital twin's state can become outdated if no such events
occur at the physical object for some time.

Event producer [ Event —)| Event hub e Event | == Digital twin

Figure 2. Event-Driven Pattern

3.2. Time-Driven Synchronization Pattern

Overview: As shown in figure 3, synchronization in this pattern is scheduled periodically based on predefined or fixed
time intervals to ensure regular synchronization between the physical object and its digital twin. For example, the status
of a physical server (e.g., CPU utilization) can be pulled regularly to trigger synchronization with the digital twin.
Mechanisms: A timer helps update the state of the digital twin at regular intervals, irrespective of the current state of
the physical object [7]. Applicability: This pattern is applicable to systems that require continuous monitoring, such as
environmental sensing networks and health monitoring systems. Advantages and Limitations: synchronization between
the physical object and the digital twin becomes steady. However, state changes in the physical twin that are only
momentary can be missed. In addition, this pattern may result in unnecessary data transmissions during periods of
inactivity at the physical object.

Event producer
(every 1 hour)

Event 2 Digital twin

Figure 3. Time-Driven Pattern

3.3. Hybrid Synchronization Pattern

Overview: Combines event-driven and time-driven synchronization techniques to provide timely and steady updates
for the digital twin in more demanding operational scenarios. As shown in figure 4, the state of the digital twin can be
updated if either (1) the physical object receives an event or changes its state or (2) periodically at regular time intervals.
Mechanics: This pattern transitions between event-based and time-driven modes based on whether input events exist
at the physical object [1], [5], [9], [11], [12], [13], [14], [15]. Applicability: This pattern applies to physical objects that
experience both periods of activity (by receiving input events) and inactivity (lack of input events), such as smart city
management systems. Advantages and Limitations: This pattern provides accurate and timely Synchronization.
However, this pattern can complicate the synchronization logic and system design.

Hybrid

Event-driven

.—’ Event producer Event P Event hub -..\
&
Ve, ;
. > Time-driven \
— Event producer Event $  Digital twin
fevery 1 hour)

Figure 4. Hybrid Pattern

3.4. Adaptive Synchronization Pattern

Overview: This pattern dynamically adjusts the synchronization strategy based on real-time analysis of the
performance, data flow, and network conditions at the physical object. As illustrated in figure 5, this pattern
incorporates an adaptation algorithm that analyzes events in the physical object, such as analyzing the current traffic
into the physical object. This pattern then adjusts the synchronization mechanism (e.g., the time interval of
synchronization) according to predefined policies and thresholds. A close feedback loop, such as the MAPE-K for
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autonomous systems [16], can be implemented to realize the adaptation algorithm. Mechanisms: this pattern utilizes
algorithms that can learn and adapt over time to optimize synchronization by performing real-time analysis of system
attributes. Such a pattern can incorporate a close feedback loop [1], [5], [7], [14], [17], [18], [19], [20] or an adaptive
systems framework [21], [22]. Applicability: This pattern is applicable to systems with fluctuating operational
conditions that change over time, such as adaptive traffic control systems that have to adjust to shifting traffic patterns.
Advantages and Limitations: It provides high flexibility and system efficiency. Nevertheless, the underlying analysis
algorithms may require frequent tuning and configuration due to their complexity.

Adaptation
algorithms

L J

Event producer [ Eyent s— Drigital twin

Figure 5. Adaptive Pattern

3.5. Multi-Level Synchronization Pattern

Overview: This pattern is illustrated in figure 6, in which several interconnected physical objects are present, such that
a physical object at one layer may communicate with physical objects at other layers. In edge computing, for example,
edge nodes are connected to multiple devices in the device layer. This pattern manages synchronization across multiple
hierarchical levels within a system, and it is particularly relevant in complex systems comprising multiple
interconnected digital twins. Mechanics: Manages synchronization across multiple hierarchical levels within a system,
addressing the interdependencies and ensuring coherence between different levels of the digital twin [23].
Applicability: Large-scale and complex systems with multiple digital twins at different levels must operate
harmoniously. Advantages and Limitations: Provides an overall view of the system via synchronization at all levels in
a hierarchy. However, complexity increases significantly as the number of levels in the hierarchy and their

interdependency increase.
EVENt m— Digital twin \

" Management
algorithms

Event producer Event ——3m Digital twin /

Figure 6. Multi-Level Pattern

Event producer

Event producer EVENT m— Digital twin

3.6. Event-Chain Synchronization Pattern

Overview: This pattern focuses on the sequential and causal relationships of events within a system with significant
interconnected dependencies. For example, in a distributed factory automation system, factory workstations can be
connected sequentially, such that one workstation provides parts to the next workstation for processing. Mechanics:
This pattern maintains alignment across multiple physical activities in the physical space that are dependent on one
another (see figure 7) to ensure that these activities are cascaded in the digital space as well [24]. Applicability: complex
environments and systems with causal effects between events, such as supply chain management, where an event at
one stage of the process may have cascading effects. Advantages and Limitations: It provides integration and alignment
of interdependent processes but may require intricate mapping and comprehension of events and their causal effects,
which can be challenging.
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Figure 7. Event-Chain Pattern

3.7. Data-Driven Synchronization Pattern

Overview: synchronization is triggered based on data characteristics sent/received by the physical object. Mechanics:
data and its characteristics, such as volume, frequency, and criticality, which are received or sent by the physical object,
are analyzed to trigger synchronization (see figure 8). This pattern adjusts synchronization frequency based on
predefined data requirements and criteria [9], [15], [20], [25]. Applications: Applicable in data-intensive systems where
the nature of data affects synchronization, such as big data and large-scale 10T systems. Advantages and Limitations:
Based on the analysis of data characteristics, it can potentially reduce synchronization overhead. However, dynamically
categorizing data and responding to various data types and volumes can be challenging.

Data driven
algorithms

3

v

Event producer == Event =3 Digital twin

Figure 8. Data-Driven Pattern

3.8. Context-Aware Synchronization Pattern

Overview: Synchronization is based on the physical asset's current context and/or surrounding environmental factors.
As can be seen in figure 9, a context-aware agent is deployed to monitor the system's context and trigger adaptation
when contextual changes occur. Mechanics: Appropriate monitoring mechanisms (such as sensors) at the physical
object detect relevant contextual/environmental changes and then trigger the synchronization process [20], [26]. This
pattern can be implemented by an autonomic manager to monitor the current context and trigger synchronization based
on environmental changes [16]. Applicability: This concept is applicable in domains where external
context/environment impacts the operation of the physical asset, such as adaptive building management systems that
respond to occupancy and environmental changes. Advantages and Limitations: This approach considers
external/surrounding factors related to the physical object. However, it can be challenging to precisely capture and
handle many contextual and environmental factors.

. Context aware i - . ]
Envircnment —)| | | ’ —— Best Synchronization strategy e [t == Digital twin
algorithms ’

Figure 9. Context-Aware Pattern

3.9. Multi-Modal Synchronization Pattern

Overview: As shown in figure 10, this pattern integrates and synchronizes data from multiple sources (such as mobile
edge nodes), enhancing the accuracy and richness of the digital twin's representation. Mechanics: Data from multiple
sources in the physical space are collected and integrated at an appropriate point to update the digital space [2], [3].
Applicability: complex systems with multiple and diverse data sources, such as IoT applications and Edge computing.



Journal of Applied Data Sciences ISSN 2723-6471
Vol. 5, No. 3, September 2024, pp. 1026-1037 1033

Advantages and Limitations: Data collection and integration in the physical space reduce data volume in the digital
space. However, the integration of possible heterogeneous data types and sources increases complexity.

Data filtering algorithms
£
ey I

Dc:c% Data hub el Digital twin

Data source \

Data source

Figure 10. Multi-Modal Pattern

3.10. Asynchronous Synchronization Pattern

Overview: This pattern provides non-simultaneous synchronization, so updates to the digital twin are not immediate.
As shown in figure 11, the digital twin may receive multiple non-immediate synchronization events. Mechanics: This
presents an opportunity to obtain updated data, no matter when required, and for unsynchronized processes that are not
at the same point in time. In their common configuration scheme, it is possible to optimize the use of hardware resources
and take advantage of scheduling updates during off-peak times. Applicability: Applicable in systems where immediate
synchronization is not required and delays in updates are acceptable. Advantages and Limitations: This pattern can
help optimize network and computational resources by scheduling updates during off-peak times. However, it may
temporarily cause the digital twin to be out of synchronization with the physical object.

Event producer [ Event 1,2.3.4, . =3 Digital twin

Figure 11. Asynchronous Pattern

3.11. Manual Synchronization Pattern

Overview: synchronization is triggered through manual human intervention for explicit control over digital twin
updates. Mechanics: This pattern relies on human intervention for synchronization, in which an operator (see figure
12) manually initiates and oversees the synchronization process (e.g., via a Graphic User Interface). Applicability: This
pattern can be used in environments that are not fully automated, where automatic synchronization is difficult to achieve
and manual checks or decisions are needed. It can also be incorporated into the system design as an alternative pattern
in which synchronizations by other patterns fail. Advantages and Limitations: Incorporates human expertise but is
labor-intensive and prone to human errors.

Manual operator Event > Digital twirn

Figure 12. Manual Pattern
4. Result and Discussion

The synchronization patterns for digital twins were validated through simulations of the Automated Guided Vehicle,
Emergency Monitoring, and Distributed Factory Automation architectures [27], [28]. The simulations were
implemented using Sparx Enterprise Architecture. A summary of these architectures is provided as follows. The factory
contains an assembly line that consists of a sequence of several workstations for parts assembly. Each workstation
receives parts from its predecessor, processes each part, and then sends the processed part to its successor workstation
for further processing. Therefore, a part is processed by several workstations in sequence. Automated Guided Vehicles
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(AGVs) move along a track to load/unload parts to/from workstations. The emergency monitoring system monitors the
environment in the factory via various sensors and generates alarms for undesirable situations (e.g., fire). An alarm
service stores these alarms so that they can be viewed by operators. The following sections describe various simulations
of the patterns that synchronize the digital twins corresponding to physical objects in these architectures.

4.1. Synchronizing the State of AGVs Digital Twins

In our simulations, each AGV is associated with a digital twin. The state of the digital twin for each AGV is
synchronized using the Hybrid Synchronization Pattern. Figure 13 shows the augmented static model for this system
that incorporates AGV digital twins. To synchronize the state of an AGV, we augmented the design with a wrapper
(VehicleWrapper in figure 13) that intercepts all messages to/from the vehicle. This wrapper class is embedded in the
connector of the AGV component, which tracks its current state [29] and triggers synchronization as follows. The
wrapper forwards the messages to their intended destination for actual processing but also uses these messages to track
the current state of the AGV using a state machine (see figure 14). Utilizing this state machine, the wrapper accurately
identifies the distinct states at which the digital twin should be synchronized. Note that at each state transition, the
action is to forward the received message and synchronize the digital twin. Therefore, this is an example of event-
driven synchronization. In addition, the vehicle may remain in the Idle state indefinitely if there are no tasks from the
supervisory system. In this case, and as shown in figure 14, the Idle state executes an activity to synchronize the state
of the digital twin every N second, an example of Time-Driven synchronization.

VehicleDigital Twin

+ Update(state): void

1
thsi*:al World

SupervisorySystem Arm

) -

Synchrenizes Outputstome "7

Communicates withie- _— -
i VehicleWrapper
ArrivalSensor nputsto ] oupumrofe  MOTOT
1 1|+ ForwardAction(action): void A N
+ ForwardMsgSyncDigitalTwin(): void
Con it

signal w1 e

= |+ ¥ ]
Clock 1 1| DisplaySystem

Figure 13. A static view of the augmented AGV system.

While conducting the simulation, trace logs are collected and analyzed to ensure proper synchronization of the digital
twin. Analysis of the trace log indicates proper synchronization triggered by VehicleWrapper such that with each
important arriving message it receives (which expects to trigger a change in the physical vehicle), the wrapper triggers
the synchronization process and forwards the message to the physical vehicle for further processing.
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Figure 14. the state machine embedded in VehicleWrapper for state tracking and synchronization.
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4.2. Synchronizing the State of Workstation Digital Twins

In our simulations, each line workstation in the factory is associated with a digital twin. Since each workstation receives
parts from its predecessor, processes them, and then sends them to its successor for further processing, we applied the
Event-Chain synchronization pattern, as shown in figure 15, as this is considered a sequential interaction between the
various workstations. In this figure, the sequential workstations are associated with a wrapper that monitors incoming
events from/to these workstations. The wrapper intercepts these messages and updates the state of the digital twin at
these points.

LineWorkstationController Wrapper shippingWorkstation
Controller

- PartNotRequested: int [ 71
P, nt= P

neDigtalTwing): void
o Intera

WorkstationStatus Server

f
Int
PickAndPlaceRobot
/’/
AssemblyRobot

Figure 15. A fragment of the static view for the Factory Automation system.

Analysis of the collected simulation log indicates that the WorkstationControllerWrapper intercepted incoming
messages that affect the state of the physical workstation (e.g., part arriving, robot picking, and assembling part events).
As a result, it triggered the synchronization process with the digital twin and forwarded these events to the workstation
controller. We incorporated the Context-Aware synchronization pattern into our simulation so that when an alarm is
generated by the emergency monitoring system, the synchronization frequency is increased between physical assets in
the factory and their digital twins. When alarms are cleared, normal synchronization is resumed.

5. Conclusion and Future Work

This paper presents a catalog of 11 synchronization patterns for digital twin systems. The patterns in this catalog are
identified based on the analysis of the results obtained from the literature review. We provide an overview of each
pattern, its applicability, and advantages and limitations, where this research aims to fill the gap identified by prior
research works. Furthermore, we evaluated these patterns through simulations of multiple software architectures. In
our simulator, we consider embedding the various patterns in component connectors rather than actual application
components to minimize changes in these components.

As part of our future work, we are interested in investigating how the quality attributes of these synchronization patterns
(such as performance, efficiency, and scalability) can be quantitatively evaluated through experimental analysis.
Furthermore, we plan to investigate how autonomic feedback loops can be incorporated to integrate multiple
synchronization patterns to cope with the more complicated system needs more efficiently, where the goal is to design
an autonomic manager capable of choosing the most appropriate set of synchronization patterns that are best suited for
the system. Finally, we are interested in exploring how Machine Learning enhancements can be introduced to provide
significant improvements in these patterns synchronizing, particularly regarding those that pertain to predictive
analytics, real-time decision support, and adaptive learning for system optimization.
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