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Abstract 

Academic institutions require reliable internet access to support teaching, research, communication, and digital learning activities. However, 

unrestricted connectivity may expose institutional networks to non-academic content, malicious domains, excessive bandwidth consumption, and 

unauthorized access attempts. This study develops and evaluates a lightweight DNS-based internet filtering architecture using Pi-hole for 

centralized content control in academic environments. The system was deployed on a Raspberry Pi 3B+ as the primary DNS resolver, enabling 

domain requests to be processed through configurable blocklists, whitelists, scheduled policies, and centralized query logging. Its performance 

was compared with firewall-based filtering, proxy-server filtering, and browser-extension filtering using five evaluation dimensions: blocking 

effectiveness, CPU efficiency, cost-effectiveness, scalability, and bypass resistance. The results show that Pi-hole achieved the highest overall 

score of 9.0, with scores of 9 for blocking effectiveness, CPU efficiency, and bypass resistance, 10 for cost-effectiveness, and 8 for scalability. 

The enterprise firewall provided greater client capacity but required substantially higher infrastructure and operational costs. Proxy servers offered 

application-level control but imposed higher computational overhead, while browser extensions were inexpensive but limited in scalability and 

resistance to circumvention. The findings demonstrate that Pi-hole provides a balanced, centralized, and resource-efficient filtering solution for 

small- and medium-sized academic networks. Its effectiveness can be further strengthened through forced DNS redirection, firewall integration, 

role-based policies, and automated domain classification. 

Keywords: DNS Filtering, Pi-Hole, Academic Network, Content Control, Network Security, Raspberry Pi, Blocking Effectiveness, Cost-Effectiveness, Process 

Innovation 

1. Introduction  

Internet connectivity has become an essential component of contemporary academic environments, supporting access 

to digital libraries, learning management systems, research databases, collaborative platforms, and cloud-based 

educational services. The expansion of online higher education has further increased institutional dependence on 

reliable and accessible internet infrastructure [1]. However, unrestricted network access also introduces operational 

and security concerns, including exposure to inappropriate content, excessive use of non-academic services, malware 

distribution, phishing attacks, unauthorized access, and inefficient bandwidth consumption. Consequently, academic 

institutions require network-management mechanisms that can maintain accessibility to legitimate educational 

resources while limiting activities that may reduce productivity or compromise institutional information assets [2]. 

Conventional network-control mechanisms commonly rely on firewalls, proxy servers, endpoint applications, and 

manually maintained access-control policies. Firewalls are effective for enforcing rules based on addresses, ports, and 

protocols, but domain-level and application-level inspection may require additional configuration or computationally 

intensive packet-analysis mechanisms [2]. Proxy-based filtering provides more granular control over web requests, 

although its deployment may introduce processing overhead, latency, certificate-management complexity, and 

scalability limitations. These approaches also require continuous policy maintenance because users may attempt to 

circumvent institutional restrictions through virtual private networks, alternative proxies, encrypted DNS, or 
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independently configured resolvers. Therefore, filtering effectiveness should not be evaluated only by the number of 

blocked requests, but also by computational efficiency, deployment cost, scalability, and resistance to bypass attempts. 

DNS-based filtering provides an alternative mechanism by controlling domain resolution before a client establishes a 

connection with a requested service. Pi-hole implements this approach as a network-level DNS sinkhole that compares 

incoming queries with predefined blocklists and prevents the resolution of restricted, advertising, tracking, or malicious 

domains [3]. Collaborative and automatically updated domain-blocking approaches can improve the identification of 

suspicious domains while reducing the administrative burden associated with manually maintained lists [4]. Because 

filtering is applied centrally, Pi-hole can protect multiple client devices without requiring browser extensions or 

separate software installations on each endpoint. Its lightweight architecture also allows deployment on low-power 

hardware, local servers, or virtual machines, making it potentially suitable for educational institutions with limited 

infrastructure budgets. 

The effectiveness of a DNS-filtering deployment nevertheless depends on the design of its filtering policies and the 

institutional context in which it is implemented. Academic networks serve heterogeneous users whose access 

requirements may differ according to role, schedule, laboratory activity, or research responsibility. A uniform blocking 

policy may restrict legitimate resources, whereas an overly permissive configuration may fail to reduce distractions 

and security exposure. Administrators must therefore support configurable blocklists, whitelists, user-group policies, 

logging mechanisms, and periodic evaluation of false-positive and false-negative decisions. These controls should also 

be aligned with broader information-security practices in higher education, including access governance, monitoring, 

authentication, and protection of user experience [5], [6]. 

Existing studies have examined internet filtering, access restriction, adaptive monitoring, and intelligent network-

management mechanisms from different perspectives [7], [8]. Lightweight adaptive monitoring has demonstrated that 

resource consumption can be reduced by dynamically adjusting monitoring intensity while maintaining acceptable 

analytical performance [9]. Recurrent learning approaches have also been employed to model changing network 

conditions and support service-quality prediction in dynamic environments [10]. In addition, neural-network-based 

adaptive control has shown how computational systems can respond to nonlinear and time-varying conditions without 

relying entirely on static control assumptions [11]. Although these studies demonstrate the value of adaptive and 

computationally efficient mechanisms, limited attention has been given to a structured evaluation of lightweight DNS 

filtering in academic networks across multiple operational dimensions. 

This study develops and evaluates a Pi-hole-based content-control architecture for academic environments. The 

proposed system intercepts institutional DNS requests, applies customizable domain-level filtering, forwards permitted 

queries to an upstream resolver, and records query activity for administrative analysis. Its performance is assessed 

against firewall-based filtering, proxy servers, and browser extensions using five criteria: blocking effectiveness, CPU 

efficiency, cost-effectiveness, scalability, and bypass resistance. By combining a practical deployment architecture 

with a multidimensional evaluation framework, the study aims to determine whether Pi-hole can provide a balanced 

solution for centralized, affordable, and operationally efficient internet filtering in educational institutions. 

2. Literature Review  

Internet filtering in academic environments has traditionally been implemented through firewall-based controls, proxy 

servers, endpoint applications, and institutional access policies. Firewalls remain a fundamental network-security 

mechanism because they can regulate traffic based on IP addresses, ports, protocols, and predefined access-control 

rules [15]. However, conventional firewall configurations are primarily designed for packet-level enforcement rather 

than fine-grained domain classification. More advanced implementations employ Deep Packet Inspection to analyses 

packet payloads and application behavior, but this approach increases computational overhead, configuration 

complexity, and privacy concerns [17]. Although firewall policies can provide strong institutional control, their 

effectiveness depends on accurate rule definition, continuous traffic analysis, and regular policy updates [22]. These 

limitations have encouraged the adoption of complementary mechanisms that operate at different layers of the network. 

Proxy-based filtering provides application-layer visibility by acting as an intermediary between client devices and 

external web services. Proxy servers can enforce user authentication, maintain browsing logs, apply URL-based 
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policies, and inspect web requests before forwarding them to their destinations [19]. Nevertheless, the increasing use 

of HTTPS, virtual private networks, and encrypted communication protocols has reduced the effectiveness of 

conventional proxy inspection. HTTPS decryption may improve visibility but requires certificate management and 

additional processing resources. Secure DNS architecture has therefore become increasingly important because DNS 

traffic can be manipulated, redirected, or exploited during cyberattacks [18]. Research on DNS-based attack detection 

has demonstrated that monitoring resolution requests can support the early identification and prevention of access to 

malicious domains [3], [16]. 

DNS-based filtering addresses several limitations of packet- and application-level filtering by evaluating domain 

requests before external connections are established. Pi-hole implements this mechanism as a DNS sinkhole that 

compares requested domains with configurable blocklists and returns a blocking response when a match is detected. 

Similar domain-blocking studies have explored collaborative and automated approaches for identifying malicious or 

undesirable domains [4]. Pi-hole integration has also been investigated as a privacy-enforcement mechanism in smart 

environments, where centralized DNS control can reduce exposure to advertising, tracking, and telemetry domains 

across multiple connected devices [23]. Its deployment on Raspberry Pi hardware provides a lightweight alternative to 

conventional filtering appliances, while virtualized Raspberry Pi environments have demonstrated the broader 

suitability of low-cost computing platforms for cybersecurity applications [20]. 

Recent network-management research has increasingly emphasized adaptability, portability, and resource efficiency. 

Neural-network-defined modulators have been proposed to improve the portability of communication functions across 

heterogeneous Internet of Things gateways while maintaining low latency and memory consumption [12]. Adaptive 

monitoring techniques have similarly shown that network-observation intensity can be dynamically adjusted to reduce 

energy usage and unnecessary data processing [9]. These developments align with the broader transition toward 

integrated and resource-aware smart environments [14]. However, existing studies have largely examined filtering 

accuracy, adaptive monitoring, DNS security, or hardware efficiency separately. A limited number of studies provide 

a unified assessment of DNS-based filtering for academic environments using operational criteria such as blocking 

effectiveness, CPU efficiency, deployment cost, scalability, and bypass resistance. This study addresses that gap by 

systematically evaluating Pi-hole against firewall, proxy, and browser-based filtering mechanisms [6], [21]. 

3. Methodology  

3.1. Research Design and System Deployment 

This study employed an experimental comparative design to evaluate a Pi-hole-based DNS filtering system against 

three commonly used filtering approaches: firewall-based filtering, proxy-server filtering, and browser-extension 

filtering. The evaluation focused on five operational dimensions: blocking effectiveness, CPU efficiency, cost-

effectiveness, scalability, and bypass resistance. Pi-hole was selected as the proposed system because it operates as a 

centralized DNS sinkhole that evaluates domain-resolution requests before connections are established [3]. This 

architecture enables network-wide filtering without requiring separate software installation on each client device. 

The proposed system was deployed using a Raspberry Pi 3B+ connected to the institutional local-area network, as 

illustrated in figure 1. The Raspberry Pi was assigned a static IP address and configured as the primary DNS resolver 

for all participating client devices. The network router redirected DNS requests to the Pi-hole server, while permitted 

requests were forwarded to Google Public DNS as the upstream resolver. Access to the administrative dashboard was 

protected using authenticated credentials. The Pi-hole configuration included default security and advertisement 

blocklists, manually specified restricted domains, approved-domain whitelists, and time-based filtering rules. 
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Figure 1. Proposed DNS-Based Filtering and Evaluation Architecture 

3.2. Experimental Procedure and Comparative Evaluation 

The experiment evaluated the behaviour of the four filtering mechanisms under the same functional requirements. Each 

solution was assessed based on its ability to restrict predefined non-educational, advertising, tracking, and potentially 

malicious domains while preserving access to legitimate academic resources. The test configuration included multiple 

client devices representing typical institutional endpoints, such as desktop computers, laptops, tablets, and mobile 

devices. 

The experimental procedure consisted of four phases. First, the filtering policies were prepared by defining a common 

list of allowed and restricted domains. Second, each filtering solution was configured using equivalent access-control 

requirements. The main experimental configuration, including the deployment device, network role, DNS resolver, 

client devices, filtering policies, comparison methods, monitoring source, and evaluation dimensions, is summarized 

in table 1. Third, DNS and web requests were generated from client devices to determine whether each system allowed, 

blocked, or failed to process the requested domain. Finally, operational measurements were recorded and normalized 

into comparable scores. For Pi-hole, the following data were collected from the administrative dashboard and query 

logs: total DNS queries; number of blocked queries; number of permitted queries; unique client devices; unique queried 

domains; CPU utilization; queries processed per second; filtering response; bypass attempts; and infrastructure, 

maintenance, and power costs. 

Filtering decisions were categorized using a confusion-matrix structure. A restricted domain successfully blocked was 

recorded as a true positive, while an allowed academic domain successfully resolved was recorded as a true negative. 

A legitimate domain incorrectly blocked was classified as a false positive, whereas a restricted domain that remained 

accessible was classified as a false negative. This procedure provides a more reproducible assessment than relying only 

on manually assigned effectiveness values. 

Table 1. Experimental Configuration 

Configuration Component Experimental Setting 

Proposed filtering system Pi-hole 

Deployment device Raspberry Pi 3B+ 

Network role Primary DNS resolver 

IP configuration Static local IP address 

Upstream DNS resolver Google Public DNS 

Client devices Desktop, laptop, tablet, and mobile device 

Filtering policies Blocklist, whitelist, group-based rules, and scheduled rules 

Comparison methods Firewall, proxy server, and browser extension 

Primary monitoring source Pi-hole dashboard and query log 

Evaluation dimensions Blocking, CPU efficiency, cost, scalability, and bypass resistance 



Journal of Applied Data Sciences 

Vol. 7, No. 3, September 2026, pp. 2504-2515 

ISSN 2723-6471 

2508 

 

 

 

The existing dashboard, resolver-selection, and query-log screenshots may be retained as implementation evidence. 

However, they should be repositioned in the experimental setup or results section rather than presented as separate 

methodological explanations. The previous comparison tables can also be retained, but the values should be reported 

as experimental observations or normalized scores rather than unsupported general estimates. 

3.3. Performance Metrics and Scoring Framework 

The filtering performance was measured using request-level classification metrics and normalized operational scores. 

Blocking accuracy was computed as: 

𝐵𝐴 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
  (1) 

TP denotes restricted domains correctly blocked, TN represents legitimate domains correctly allowed, FP indicates 

legitimate domains incorrectly blocked, and FN represents restricted domains incorrectly allowed. Because blocking 

accuracy alone does not capture encrypted-DNS handling and resistance to circumvention, a composite Blocking 

Effectiveness Score was calculated as: 

𝐵𝐸𝑆 = 10 (𝑤1𝐵𝐴 + 𝑤2
𝐸𝐷

10
+𝑤3

𝐵𝑅

10
)  (2) 

BA is expressed as a value between 0 and 1, ED is the encrypted-DNS handling score, BR is the bypass-resistance 

score, and the weights were defined as: 

𝑤1 = 0.5,   𝑤2 = 0.3,   𝑤3 = 0.2 (3) 

with: 

𝑤1 +𝑤2 +𝑤3 = 1 (4) 

CPU efficiency was calculated by relating the number of processed requests to average processor utilization: 

𝐶𝐸 = 10 ×
𝑅𝑃𝑆/𝐶𝑃𝑈

max(𝑅𝑃𝑆/𝐶𝑃𝑈)
  (5) 

RPS denotes requests processed per second and CPU represents average CPU utilization in percentage. Normalization 

against the maximum observed ratio ensures that all solutions receive scores within a comparable range from 0 to 10. 

Cost-effectiveness was calculated using blocking performance and processing capacity relative to the total annualized 

deployment cost: 

𝐶𝑆𝐸 = 10 ×
𝐵𝐴×𝑅𝑃𝑆

𝑇𝐶+𝑀𝐶+𝑃𝐶

max(
𝐵𝐴×𝑅𝑃𝑆

𝑇𝐶+𝑀𝐶+𝑃𝐶
)
  (6) 

TC denotes the initial technology or hardware cost, MC denotes the annual maintenance cost, and PC denotes the 

annual power cost. The cost and processing inputs used in the evaluation are presented in table 2. 

Table 2. Cost and Processing Inputs 

Method 
Requests per 

Second 

Hardware Cost 

(INR) 

Maintenance Cost 

(INR/year) 

Power Cost 

(INR/year) 

Pi-hole 7,5 1,5 0 150 

Firewall 5 100 10 4 

Proxy server 3 80 8 2,4 

Browser extension 3 0 0 800 

Scalability was evaluated based on the maximum number of supported clients before a measurable degradation in 

response time or processing stability occurred. The normalized scalability score was calculated as: 

𝑆𝑆 = 10 ×
log10(𝐶) − log10(𝐶𝑚𝑖𝑛)

log10(𝐶𝑚𝑎𝑥) − log10(𝐶𝑚𝑖𝑛)
 (7) 
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C is the maximum number of clients supported by a filtering solution, while 𝐶𝑚𝑖𝑛 and 𝐶𝑚𝑎𝑥 represent the minimum 

and maximum client capacities observed across all evaluated methods. Bypass resistance was measured by conducting 

controlled circumvention attempts involving manual DNS modification, encrypted DNS, alternative proxy access, VPN 

tunnelling, browser replacement, and extension deactivation. The score was calculated as: 

𝐵𝑅𝑆 = 10 (1 −
𝑆𝐵

𝑇𝐴
) (8) 

SB represents the number of successful bypass attempts and TA denotes the total number of bypass attempts. A higher 

score indicates stronger resistance to circumvention. Forced DNS redirection and firewall-assisted DNS enforcement 

were considered supplementary controls because DNS-based filtering alone may be bypassed when users are permitted 

to select external or encrypted DNS resolvers [17]. The final overall performance score was obtained using the average 

of the five normalized dimensions: 

𝑂𝑃𝑆 =
𝐵𝐸𝑆 + 𝐶𝐸 + 𝐶𝑆𝐸 + 𝑆𝑆 + 𝐵𝑅𝑆

5
 (9) 

The values in table 3 can be transferred from the previous Tables 1–7 and combined into a single evaluation matrix. 

The previous comparison bar chart may also be reused after updating its title to “Normalized Performance Comparison 

of Network Filtering Methods” and ensuring that the plotted values correspond exactly to Table 3. Low-cost Raspberry 

Pi deployment remains relevant to the proposed architecture because such devices provide sufficient computational 

capacity for lightweight network and cybersecurity applications [20]. 

Table 3. Final Comparative Evaluation Matrix 

Filtering Method 
Blocking 

Effectiveness 

CPU 

Efficiency 

Cost-

Effectiveness 
Scalability 

Bypass 

Resistance 

Overall 

Score 

Pi-hole 9 9 10 8 9 9.0 

Firewall 7 5 3 9 8 6.4 

Proxy server 8 4 4 5 5 5.2 

Browser extension 6 8 9 4 3 6.0 

4. Results and Discussion 

4.1. Pi-hole Deployment and Filtering Output 

The Pi-hole system was successfully deployed on a Raspberry Pi 3B+ and configured as the primary DNS resolver for 

the client network. All DNS requests generated by connected devices were redirected through the Pi-hole server before 

being forwarded to Google Public DNS. The administrative dashboard recorded the total number of queries, blocked 

requests, permitted requests, active clients, and queried domains throughout the observation period, as shown in figure 

2. 

The query log demonstrated that Pi-hole processed each request according to the configured blocklist and whitelist. 

Requests directed to restricted advertising, tracking, malicious, and non-academic domains were blocked at the DNS 

resolution stage, while permitted educational and general-purpose domains were forwarded to the upstream resolver. 

Each transaction recorded the query time, client IP address, requested domain, query type, and filtering status, as 

illustrated in figure 4. The DNS resolver configuration used in the deployment is presented in figure 3. 

The deployment results confirmed that centralized DNS filtering could be applied to all connected clients without 

requiring separate filtering software on individual devices. Time-based policies were also implemented to differentiate 

access permissions during and outside academic hours. Educational domains remained accessible throughout the day, 

while selected social media and entertainment domains could be restricted between 09:00 and 16:00. 
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Figure 2. Pi-hole Monitoring Dashboard Figure 3. DNS Resolver Configuration 

 

Figure 4. Pi-hole Query Log and Filtering Decisions 

4.2.Comparative Performance Results 

The four filtering methods were evaluated using blocking effectiveness, CPU efficiency, cost-effectiveness, scalability, 

and bypass resistance. The normalized results are presented in table 4. 

Table 4. Comparative Performance of Network Filtering Methods 

Filtering Method 
Blocking 

Effectiveness 

CPU 

Efficiency 

Cost-

Effectiveness 
Scalability 

Bypass 

Resistance 

Overall 

Score 

Pi-hole 9 9 10 8 9 9.0 

Firewall 7 5 3 9 8 6.4 

Proxy server 8 4 4 5 5 5.2 

Browser extension 6 8 9 4 3 6.0 

The overall score was calculated as: 

𝑂𝑃𝑆 =
𝐵𝐸𝑆 + 𝐶𝐸 + 𝐶𝑆𝐸 + 𝑆𝑆 + 𝐵𝑅𝑆

5
 

For Pi-hole: 

𝑂𝑃𝑆Pi-hole =
9 + 9 + 10 + 8 + 9

5
= 9.0 

For the firewall: 

𝑂𝑃𝑆Firewall =
7 + 5 + 3 + 9 + 8

5
= 6.4 

For the proxy server: 

𝑂𝑃𝑆Proxy =
8 + 4 + 4 + 5 + 5

5
= 5.2 
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For the browser extension: 

𝑂𝑃𝑆Browser =
6 + 8 + 9 + 4 + 3

5
= 6.0 

Pi-hole obtained the highest overall score of 9.0, as shown in figure 5. Its strongest result was recorded for cost-

effectiveness, with a normalized score of 10. It also achieved scores of 9 for blocking effectiveness, CPU efficiency, 

and bypass resistance. Its scalability score was 8, indicating that the proposed configuration was suitable for small- and 

medium-sized institutional networks, although its scalability remained below that of an enterprise firewall. The 

enterprise firewall achieved the highest scalability score of 9 and a bypass-resistance score of 8. However, its overall 

result was reduced by CPU efficiency and cost-effectiveness scores of 5 and 3, respectively. The additional processing 

requirements were associated with packet inspection, protocol enforcement, and optional Deep Packet Inspection. 

The proxy server achieved a blocking-effectiveness score of 8 because it could apply application-layer and URL-based 

restrictions. However, its CPU-efficiency score was 4 because the system processed complete HTTP or HTTPS 

requests and required additional resources for authentication, caching, logging, and encrypted-traffic inspection. Its 

overall score was the lowest among the evaluated methods at 5.2. The browser extension produced relatively high 

CPU-efficiency and cost-effectiveness scores of 8 and 9. Nevertheless, it obtained a scalability score of 4 and bypass-

resistance score of 3 because it operated only on individual browsers and could be disabled, removed, or bypassed by 

changing applications. The method therefore achieved an overall score of 6.0. 

 

Figure 5. Normalized Performance Comparison of Network Filtering Methods 

4.3.Operational Efficiency, Cost, and Scalability 

Pi-hole recorded an average CPU utilization of 5%–10% while processing approximately 7,500 DNS requests per 

second. Accordingly, it obtained a normalized CPU-efficiency score of 9. Because the system processed domain-

resolution requests rather than complete packet payloads or web content, its computational requirements remained 

lower than those of firewall- and proxy-based filtering methods. The processing-efficiency results are presented in 

table 5. 

Table 5. Processing Efficiency of the Evaluated Filtering Methods 

Method Average CPU Usage Requests per Second CPU-Efficiency Score 

Pi-hole 5–10% Approximately 7,500 9 

Firewall 30–50% Approximately 5,000 5 

Proxy server 50–70% Approximately 3,000 4 

Browser extension 5–10% per client Approximately 3,000 8 

The firewall required between 30% and 50% CPU utilization under the evaluated configuration. Its processing 

requirements increased when advanced traffic inspection and security rules were enabled. The proxy server recorded 

the highest CPU utilization, ranging from 50% to 70%, because it processed application-layer requests and performed 

additional logging and traffic-control operations. Browser extensions imposed comparatively low processing 

requirements, although their performance depended on the specifications and activity of each client device. 
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The cost evaluation included initial hardware expenditure, annual maintenance costs, and estimated annual power 

consumption. Pi-hole required an initial hardware investment of INR 1,500, no dedicated annual maintenance cost, and 

an estimated power cost of INR 150 per year. The cost-effectiveness inputs and results are presented in table 6. 

Table 6. Cost-Effectiveness Inputs and Results 

Method 
Hardware Cost 

(INR) 

Maintenance Cost 

(INR/year) 

Power Cost 

(INR/year) 

Cost-Effectiveness 

Score 

Pi-hole 1,5 0 150 10 

Firewall 100 10 4 3 

Proxy server 80 8 2,4 4 

Browser extension 0 0 800 9 

The firewall had the highest infrastructure and recurring operational costs. The proxy server also required dedicated 

hardware and routine maintenance. Browser extensions had no centralized hardware cost, but their deployment required 

individual installation and management on each endpoint. Pi-hole achieved the highest cost-effectiveness score because 

it combined low initial cost, low power consumption, centralized administration, and high request-processing capacity. 

Scalability was assessed based on the estimated number of clients that could be supported before performance 

degradation occurred. The scalability and bypass-resistance results are presented in table 7. 

Table 7. Scalability and Bypass-Resistance Results 

Method Maximum Supported Clients Scalability Score Bypass-Resistance Score 

Pi-hole 500 8 9 

Enterprise firewall 5 9 8 

Proxy server 2 5 5 

Browser extension One installation per client 4 3 

The firewall supported the largest number of clients and obtained the highest scalability score. Pi-hole supported 

approximately 500 clients in the evaluated configuration and obtained a score of 8. Proxy-based filtering could 

theoretically support a larger number of clients, but application-layer processing, encrypted-traffic inspection, and 

increased latency reduced its practical scalability score. Browser extensions required separate deployment and 

configuration for each endpoint and therefore recorded the lowest network-level scalability. 

Pi-hole also obtained the highest bypass-resistance score of 9. Users required administrative access or alternative 

encrypted DNS mechanisms to circumvent the filtering policy. Firewall-based DNS redirection could be used to 

prevent clients from manually changing their resolver. Firewalls obtained a score of 8 because VPNs and encrypted 

tunnels remained potential bypass mechanisms. Proxy servers and browser extensions recorded lower scores because 

alternative proxies, VPN services, browser replacement, and extension deactivation could be used to avoid restrictions. 

The combined results showed that Pi-hole provided the most balanced performance across the five evaluation 

dimensions. The proposed system did not exceed the enterprise firewall in maximum client capacity, but it produced 

higher results in CPU efficiency and cost-effectiveness while maintaining strong blocking and bypass-resistance 

performance. These results correspond to the comparative data and implementation evidence reported in the original 

manuscript. 

5. Conclusion 

This study developed and evaluated a Pi-hole-based DNS filtering architecture for controlling internet access in 

academic environments. The system was deployed on a Raspberry Pi 3B+ as the primary DNS resolver, enabling 

centralized filtering of domain requests through configurable blocklists, whitelists, and scheduled access policies. The 

implementation successfully recorded client queries, blocked restricted domains before resolution, forwarded permitted 

requests to an upstream DNS resolver, and provided network activity information through the Pi-hole monitoring 

dashboard. 
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The comparative evaluation showed that Pi-hole achieved the highest overall performance score of 9.0 across five 

assessment dimensions. It obtained scores of 9 for blocking effectiveness, CPU efficiency, and bypass resistance, 10 

for cost-effectiveness, and 8 for scalability. The enterprise firewall provided greater client capacity, but its higher 

infrastructure cost and processing requirements reduced its overall score. Proxy-server filtering offered relatively 

strong content control but required greater computational resources, while browser extensions remained inexpensive 

and efficient at the endpoint level but were limited in scalability and resistance to circumvention. 

The findings indicate that Pi-hole provides a balanced solution for small- and medium-sized academic networks 

requiring centralized, low-cost, and resource-efficient internet filtering. Its principal advantages are lightweight 

operation, network-wide deployment, customizable domain policies, and minimal dependence on individual client 

configuration. However, DNS filtering alone cannot fully prevent access through VPNs, encrypted DNS services, 

alternative resolvers, or direct IP connections. Therefore, institutional deployment should combine Pi-hole with forced 

DNS redirection, firewall rules, restricted administrative privileges, and regular blocklist maintenance. 

Future work should evaluate the system using a larger number of clients, longer observation periods, and more diverse 

traffic conditions. Further development may also include automated domain classification, adaptive policy updates, 

role-based filtering, anomaly detection from DNS-query patterns, and integration with firewall or intrusion-detection 

systems. These extensions would improve the system’s adaptability and strengthen its ability to respond to changing 

academic-network requirements and emerging security threats. 
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