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Abstract 

This study develops a reliable face-based verification system for online examinations by integrating a face recognition model with a blink 

detection mechanism to minimize the risk of identity fraud, also known as "contract cheating," and static image manipulation. "Contract cheating" 

refers to the practice where students hire others to complete their exams or assignments, compromising academic integrity. The growing reliance 

on online exams has raised concerns about the credibility of facial verification, as conventional methods are often vulnerable to spoofing attempts. 

To address this issue, the proposed system combines FaceNet, a deep learning model for identity recognition, with Dlib’s eye blink detection to 

provide a stronger layer of protection. The system was evaluated using 5-fold and 10-fold K-fold cross-validation, and additional testing assessed 

the impact of different video frame rates on performance. The results show that the system performs effectively in identifying legitimate users 

and detecting spoofing. FaceNet achieved an accuracy of 96.67 percent, outperforming DeepFace, which showed poorer results in precision, 

recall, and F1 score for some participants. Both models were evaluated on the same dataset, consisting of 150 images. The preprocessing pipeline, 

including face detection using MTCNN, cropping, and resizing, was applied consistently to both models to ensure a fair comparison of their 

performance. The system also demonstrated adaptability, achieving correct classifications at both 15 and 30 frames per second. Anti-spoofing 

tests based on the eye blink detection system detected all real faces, while static images were classified as spoofing. These results confirm that 

combining face recognition with liveness detection enhances the security of online examination platforms. The findings demonstrate the system's 

potential to reduce contract cheating and impersonation fraud, making online examinations more credible. Future work may focus on 

implementing adaptive thresholding for blink detection and integrating multimodal verification techniques to improve robustness across diverse 

real-world environments. 
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1. Introduction  

The advent of deep learning has significantly enhanced the accuracy and reliability of systems, making face recognition 

one of the most prominent areas of research within the broader field of computer vision [1]. Deep learning has enabled 

the integration of face recognition technology into various sectors, providing real-time identification capabilities that 

are crucial for improving security [2], [3]. One of the sectors that have benefited from this advancement is education, 

where automated facial recognition systems have been implemented to monitor online examinations, ensuring integrity 

and consistency [4], [5]. 

While online exams provide flexibility for students, they also increase the risk of cheating, particularly through methods 

such as "contract cheating" or "exam jockeying" [6]. This type of cheating undermines the integrity of education, 

especially in the context of online exams, which historically have lacked strong vigilance and reliable identity 

verification. The effectiveness of tracking and verification systems in place for these exams is often inadequate, leaving 

them vulnerable to cheating [7]. Several prior studies have explored identity authentication using biometric technology. 

For instance, Salsabila et al. [8] developed an IoT-based security system using ESP32-CAM for facial recognition to 
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open doors automatically. While effective in well-lit environments, this system becomes unreliable in low-light 

conditions and is susceptible to spoofing attacks, including vulnerabilities to low-resolution images and videos. This 

highlights the limitations of current facial recognition technologies, which fail to address more sophisticated face-ID 

fraud attempts. 

Similarly, deep learning-based gesture recognition shows promising results in helping the deaf community with an 

accuracy of 99.25%. However, the system’s resource-intensive nature makes it difficult to deploy in real-time on low-

resource devices, presenting a challenge for practical applications, such as online exam proctoring, where devices with 

limited resources are commonly used [9]. 

FaceNet and similar machine learning systems have been proposed as solutions to privacy concerns related to identity 

verification and unauthorized surveillance in online exam supervision. These systems enable secure and automated 

identity checks, ensuring that only the registered participant can access the exam, while mitigating risks of identity 

theft or misuse of personal data [7]. These systems improve facial recognition accuracy in online assessments, and anti-

cheating technologies that use eye blink detection (e.g., the Eye Aspect Ratio or EAR) have been found effective in 

combating spoofing attacks [10]. However, these technologies still face challenges with more advanced spoofing 

techniques, such as deepfake technology. 

Previous studies have addressed facial recognition systems in the context of monitoring screen recordings during online 

exams. For example, Ganidisastra and Bandung reported that FaceNet achieved an accuracy of 98% using an 

incremental training method. However, these studies primarily focused on improving training efficiency, without 

addressing potential spoofing threats[11]. In contrast, Akhdan et al. incorporated the EAR algorithm for blink detection 

to mitigate spoofing risks from static images[12]. While effective against such attacks, the performance of this system 

against more dynamic fraudulent techniques, such as deepfakes, remains uncertain. 

These gaps in existing research highlight two key issues. First, although facial recognition systems continue to improve 

in accuracy, they remain vulnerable to spoofing attacks. Second, EAR-based anti-spoofing methods have demonstrated 

effectiveness against static image manipulation but have not been fully integrated with facial recognition systems 

within the context of online examinations. Previous studies have typically evaluated system components in isolation, 

such as recognition accuracy or spoofing resistance, resulting in a lack of holistic security-oriented solutions. 

The novelty of this study lies in the development of an integrated and end-to-end online examination security 

framework that jointly combines FaceNet-based facial recognition, Dlib-based facial landmark detection, and the Eye 

Aspect Ratio (EAR) algorithm for real-time blink-based anti-spoofing. Unlike prior works that focus on individual 

modules independently, this study explicitly integrates identity verification and liveness detection within a single 

unified pipeline tailored for video-based online exam monitoring. By addressing both recognition accuracy and 

spoofing resilience simultaneously, the proposed approach provides a more robust and practical solution for securing 

online examination environments. 

2. Literature Review 

2.1. Facial Recognition 

Facial recognition has been extensively studied as a biometric approach for identity verification, with most modern 

systems relying on deep learning techniques to extract discriminative facial features. Early approaches focused on 

handcrafted features, which were sensitive to variations in illumination, pose, and occlusion. More recent studies 

demonstrate that deep learning–based methods, particularly those employing Convolutional Neural Networks (CNNs), 

significantly improve robustness by learning hierarchical and invariant facial representations [13], [14]. 

Despite these advances, prior research largely emphasizes recognition accuracy under controlled or semi-controlled 

conditions, such as benchmark datasets with limited environmental variability. In practical applications, including 

online examination monitoring, facial recognition systems must operate under uncontrolled lighting, camera quality 

variations, and partial occlusions. Several studies report high recognition accuracy; however, they often overlook 

security vulnerabilities related to presentation attacks, assuming that the detected face corresponds to a live individual 

[12]. This assumption limits the reliability of facial recognition when deployed as a standalone solution in security-
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critical environments. Consequently, while facial recognition technologies have matured in terms of identification 

performance, their effectiveness in real-world applications depends on complementary mechanisms that address 

spoofing and liveness verification. 

2.2. Face Anti-Spoofing 

Face anti-spoofing research focuses on protecting facial recognition systems from presentation attacks, such as printed 

photos, replayed videos, or synthetic face representations [15]. Existing approaches can generally be categorized into 

passive and active methods, each with distinct strengths and limitations. 

Passive anti-spoofing techniques analyze static facial characteristics, including texture, reflectance, and spatial 

artifacts, to distinguish genuine faces from spoofed ones [16]. These methods are computationally efficient and do not 

require user interaction; however, multiple studies report that their performance degrades significantly when 

confronting sophisticated attacks, such as high-quality video replays or deepfake-generated faces. The visual similarity 

between real and fake samples in such cases reduces the discriminative power of static features. 

In contrast, active anti-spoofing methods leverage dynamic facial behaviors, such as eye blinking, head movement, or 

facial expressions, to confirm liveness. Blink detection based on the Eye Aspect Ratio (EAR) is one of the most widely 

adopted active techniques due to its simplicity and real-time feasibility. Compared to passive approaches, EAR-based 

methods are more effective against static image attacks, as they rely on involuntary physiological responses rather than 

appearance alone. 

Recent studies suggest that hybrid approaches, which combine passive and active methods, can improve robustness 

against a broader spectrum of attacks, including deepfakes. However, these systems often introduce additional 

computational complexity and latency, which may not be suitable for real-time online examination environments. 

Moreover, most existing works evaluate anti-spoofing mechanisms independently of identity recognition, rather than 

integrating them into a unified authentication pipeline. 

In the context of online examinations, where spoofing attempts typically involve static images or prerecorded videos, 

active liveness detection through blink analysis provides a practical balance between security and efficiency. Therefore, 

instead of adopting a complex hybrid framework, this study focuses on integrating active liveness detection with facial 

recognition to address the most relevant threat scenarios in this domain. 

2.1. FaceNet 

Google FaceNet is a deep learning–based facial recognition model that maps face images into a compact embedding 

space, where distances directly correspond to facial similarity [17]. Unlike traditional classification-based models, 

FaceNet formulates face recognition as a metric learning problem using the Triplet Loss function, which enforces intra-

class compactness and inter-class separability [18]. 

Empirical studies demonstrate that FaceNet achieves high recognition accuracy across various datasets, making it a 

popular choice for identity verification tasks. However, several works report that embedding consistency can be 

affected by real-world factors such as illumination changes, occlusions, and camera resolution. While data 

augmentation strategies have been proposed to mitigate these effects, most studies focus on improving recognition 

robustness rather than addressing spoofing vulnerabilities. 

Importantly, FaceNet itself does not include any inherent liveness detection mechanism. As a result, systems relying 

solely on FaceNet embeddings remain susceptible to presentation attacks if additional safeguards are not implemented. 

This limitation highlights the need for integrating FaceNet with complementary anti-spoofing techniques when 

deployed in security-sensitive applications such as online examinations. 

2.2. Dlib 

Dlib is widely used for facial landmark detection due to its reliability and real-time performance. By employing a 

pretrained 68-point facial landmark model, Dlib enables precise localization of key facial regions, particularly around 

the eyes [19], [20]. These landmarks form the foundation for Eye Aspect Ratio (EAR)–based blink detection. 
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Prior studies demonstrate that EAR provides a robust and computationally lightweight method for detecting eye blinks 

by analyzing geometric relationships between eye landmarks. Compared to appearance-based eye-state classification, 

EAR-based methods are less sensitive to lighting variations and image quality, making them suitable for real-time 

applications. 

Nevertheless, Dlib and EAR are typically evaluated as standalone liveness detection components rather than as part of 

an integrated facial recognition system. Few studies examine how landmark-based blink detection interacts with deep 

learning–based recognition models in a unified pipeline. This gap suggests an opportunity to combine Dlib’s reliable 

landmark detection with FaceNet’s discriminative embeddings to enhance both identity verification and spoofing 

resistance. 

3. Methodology 

This study adopts a systematic approach to facial recognition, beginning with data collection and preprocessing stages. 

The subsequent steps include feature extraction, integration of anti-spoofing systems, and classification of results, as 

illustrated in figure 1. 

 

Figure 1. Research workflow 

The data processing and face recognition system is designed to enhance identity recognition accuracy by leveraging 

FaceNet's deep learning-based feature extraction and Dlib’s blink detection for anti-spoofing. By combining these 

components, the system aims to increase the security of online exams by verifying the identity of participants while 

detecting potential spoofing attempts, as demonstrated by the system’s performance in cross-validation and anti-

spoofing tests. The system begins with data acquisition to obtain the face dataset and then proceeds to face embedding. 

In the preprocessing stage, the data is first processed using MTCNN for face detection. MTCNN detects and aligns the 

faces, after which FaceNet is used to generate embeddings, numerical representations of the facial features. These 

embeddings serve as feature vectors that enable comparison and identification of faces [18]. The system also includes 

a mechanism to differentiate real faces from photographs with an anti-spoofing system that detects blinking. 

3.1. Data Acquisition 

This research utilizes a dataset comprising facial images of students extracted from video recordings. A total of 150 

extracted images were obtained, with 10 images per student identity [21]. These images represent various facial 

orientations, including forward-facing, right turn, left turn, upward gaze, and downward gaze, to capture pose variation 

within controlled acquisition settings. The video recordings were acquired using a 48-megapixel smartphone camera 

at 1920 × 1080 pixel resolution and 30 frames per second. The recorded footage was subsequently converted into a 

sequence of JPEG images, and the resultant image files were organized into directories, as illustrated in figure 2. 

Although the dataset size is relatively small compared to large-scale facial datasets commonly used for end-to-end 

convolutional neural network training (often comprising tens of thousands of images), the dataset is considered 

appropriate for the proposed experimental design. In this study, the FaceNet model is employed solely as a pre-trained 

embedding extractor, and its network parameters are not retrained. Only the classification stage, implemented using a 

Support Vector Machine (SVM), is trained on the collected dataset.  

Such a transfer learning framework, where discriminative embeddings are extracted from a model pre-trained on large 

and diverse facial datasets, has been widely reported to perform effectively even when the downstream task involves 

limited sample sizes. Moreover, the use of K-fold cross-validation further supports the reliability of performance 

estimation by reducing the risk of overfitting and providing repeated validation across different data partitions. 

Therefore, within the context of embedding-based recognition and controlled acquisition settings, the dataset size is 

considered methodologically justified. 
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Note: Figure blurred due to privacy restrictions, to view the original dataset please contact the corresponding author. 
Figure 2. Dataset 

During the extraction process, the image size was adjusted according to the resolution of the recorded video, and a 

prefix-based filename convention was applied to identify the extracted images. From the extracted data, ten 

representative images were selected for each student identity based on standardized quality criteria. These criteria 

included image clarity (sharp focus without blurring), diversity of poses (covering frontal, profile, and slight angular 

variations), and minimal occlusion (ensuring that facial regions were not obstructed by objects or shadows). To enhance 

consistency and reproducibility, an automated image quality assessment algorithm was employed to evaluate the 

images using objective measurements, such as sharpness metrics and pose variation analysis, rather than relying on 

manual selection. All selected images were required to satisfy these predefined criteria to maintain consistent quality 

and controlled variability across the dataset. 

3.2. Preprocessing 

In the preprocessing stage, three steps are performed, namely detection, resizing, and cropping of faces using the Multi-

Task Cascaded Convolutional Neural (MTCNN) library. Detection is used to find the position of the face in the given 

image and mark it with a bounding box. Then, the image is cropped based on the bounding box. After that, the cropped 

face image is resized according to the dimensions required by the model as shown in figure 3. 

 

Figure 3. Preprocessing workflow 

This array format reflects the data structure used in deep learning, where each image is represented as a 3D array with 

three color channels. An illustration of the ndarray representation (160,160,3) and the cropped face, showing how the 

data is prepared before entering the embedding stage using FaceNet.  

3.3. Feature Extraction 

In this feature extraction stage, the FaceNet model is used to extract the important facial. This process results in an 

embedding vector with a dimension of 512 which is a numerical representation of the facial features. The main 

objective of this embedding vector is to minimize the inter-vector distance of the same face, as well as maximize the 

inter-vector distance of different faces. The feature extraction process starts by processing the face data that has gone 

through the crop-ping stage with a size of 160x160x3. Next, the face image will pass through several layers in the deep 

learning-based FaceNet architecture, including Conv2D, Batch Normalization, PReLU, Max-Pooling2D, and Dense 

(Fully Connected). These layers aim to process the image data to produce a face embedding vector that has 512 

dimensions as shown in figure 4. 
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The resulting embedding vector is a 512-dimensional representation of the facial features, which encapsulates unique 

information about the face’s structure. Each dimension in the vector corresponds to a specific feature of the face, 

learned during the training process. However, these dimensions are not directly interpretable, as they result from the 

learned weights of the neural network. The vector is then normalized using L2 normalization, which ensures that the 

magnitude of the embedding is consistent across all faces. 

Handling noise in the vector space is crucial, as external factors such as lighting, facial expression, and occlusion can 

introduce variability into the embeddings. To mitigate this, the Triplet Loss function is employed. This function 

minimizes the distance between embeddings of the same identity (positive pairs) while maximizing the distance 

between embeddings of different identities (negative pairs). This process helps the model focus on the most relevant 

features of the face and reduces the influence of noise, such as minor changes in lighting or pose, that could otherwise 

affect the distance between embeddings. As a storage step, the results of this feature extraction are saved in the form 

of a compression file using the numpy library with the *.npz file format, which makes it easy to save and reuse at a 

later stage. 

 

Figure 4. 512-Dimensional Face Feature 

Figure 4 illustrates the 512-dimensional face embedding vector generated by FaceNet, which numerically represents 

key facial features. Each point in the 512-dimensional space corresponds to a feature of the face, and the relative 

distances between different vectors indicate the degree of similarity between faces. 

3.4. Classification 

The face recognition classification in this study employs a linear Support Vector Machine (SVM) [22], [23]. Given a 

training dataset. 

{(𝑥𝑖, 𝑦𝑖)}𝑖=1
𝑁  (1) 

𝑥𝑖  ∈ ℝ512 represents the 512-dimensional embedding vector extracted by FaceNet and 𝑦𝑖  ∈ {−1, +1} denotes the 

class label, the objective of SVM is to determine an optimal separating hyperplane defined as:  

𝑓(𝑥) =  𝑤𝑇𝑥 + 𝑏 (2) 

𝑤 ∈ ℝ512 is the weight vector and 𝑏 ∈ ℝ is the bias term. For the linear SVM, the optimization problem is formulated 

as: 

1

2
||𝑤||

2
 

𝑤,𝑏,𝜉

𝑚𝑖𝑛

+ 𝐶 ∑ 𝜉𝑖

𝑁

𝑖=1

 (3) 

Subject to the constraints: 

𝑦𝑖(𝑤𝑇𝑥𝑖 + 𝑏) ≥ 1 − 𝜉𝑖, 𝜉𝑖 ≥ 0 (4) 

𝜉𝑖 are slack variables allowing soft-margin classification, 𝐶 > 0 is the regularization parameter controlling the trade-

off between maximizing the margin and minimizing classification errors. 
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A linear kernel is used in this study, defined as: 

𝐾(𝑥𝑖 , 𝑥𝑗) = 𝑥𝑖
𝑇 , 𝑥𝑗 (5) 

This kernel is suitable for high-dimensional feature representations such as the 512-dimensional embeddings generated 

by FaceNet. For prediction, a new sample xxx is classified according to: 

𝑦̂ = 𝑠𝑖𝑔𝑛 (𝑤𝑇𝑥 + 𝑏) (6) 

After solving the optimization problem in (3)–(4), the resulting hyperplane defined in (2) is used for classification. A 

linear kernel is adopted due to its effectiveness in handling high-dimensional embedding vectors generated by FaceNet. 

In this study, the regularization parameter 𝐶 is set to its default value. Future work may explore hyperparameter tuning 

using grid search combined with cross-validation to further optimize classification performance and reduce overfitting. 

The face dataset was split into 80% for training and 20% for testing to ensure that the model can learn optimally while 

being evaluated on data it has never seen before. This training/testing split helps assess the model's generalization 

performance. The model's classification results will be evaluated using the Confusion Matrix, which provides key 

metrics such as accuracy, precision, recall, and F1 score, offering insights into how well the model distinguishes 

between different classes [24], [25]. 

3.5. Face Anti-Spoofing 

This study utilizes both OpenCV and Dlib for face anti-spoofing, with each library playing a distinct role. OpenCV is 

responsible for face detection and image preprocessing, such as converting video frames to grayscale and resizing 

images to appropriate dimensions. The Haar Cascade Classifier in OpenCV, specifically the 

haarcascade_frontalface_default.xml, performs the initial face detection step to locate faces in the input video frames 

[26]. 

Dlib, on the other hand, handles facial landmark detection and Eye Aspect Ratio (EAR) calculation, which are crucial 

for blink detection and liveness verification. By tracking the movement of key landmarks around the eyes, Dlib ensures 

the system can differentiate between a real person and a static image. Dlib uses the frontal face detector and the 

shape_predictor() function to extract facial feature points such as the eyes, nose, and mouth. These points are essential 

for identifying the positions of facial parts, particularly the eyes, which are central to blink detection, as shown in figure 

5 [27]. Therefore, OpenCV handles the initial face detection and image preprocessing, while Dlib focuses on precise 

facial landmark localization and blink detection, ensuring the authenticity of the face during the anti-spoofing process. 

 

Figure 5. Eyes Landmark 

Once the facial features have been extracted successfully, the next stage is Eye Detection. Landmarks are extracted for 

the left and the right eyes. Detection of a possible blink is done using the Eye Aspect Ratio (EAR) [28]. EAR is 

calculated based on 6 major points that surround the eye. The Eye Aspect Ratio (EAR) is calculated by measuring the 

distances between specific facial landmarks around the eyes, specifically the vertical and horizontal distances [29]. A 

blink is detected when the EAR value drops below a threshold for a sustained period. In this study, the system evaluates 

the EAR over a time window of 2 consecutive frames. If the EAR remains below the threshold for this duration, the 

system concludes that a blink has occurred. This short time window ensures that transient fluctuations in EAR are not 

mistakenly identified as blinks. 

𝐸𝐴𝑅 =  
‖𝑝2 − 𝑝6‖ + ‖𝑝3 − 𝑝5‖

2 × ‖𝑝1 − 𝑝4‖
 (7) 

Lastly, in the Classification step, the system examines how the EAR value changes over time to determine if there has 

been a blink. If the EAR value continues to be below the threshold for more than the specified time, the system will 

detect a blink, and then will update the status of the face. The algorithm in this classification is designed in such a way 

that if the number of winks in a time frame is above a certain threshold and the detection time exceeds the time 

threshold, the system will assume that spoofing is in progress and that the detected face is, in fact, a face that is not 
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real. Being able to detect eye blinks is crucial for spoofing detection systems because eye blinks cannot be easily 

imitated, and therefore, become a behavioral response that is invaluable in distinguishing real organisms from an 

attempt to spoof using a photograph’s static image [30]. 

3.6. System Testing 

This evaluation compares the performance of FaceNet and DeepFace using confusion matrix–based metrics, including 

accuracy, precision, recall, and F1-score. Both models are evaluated under identical testing conditions to ensure a fair 

comparison. 

FaceNet is selected due to its suitability for real-time applications, as its multi-dimensional embeddings remain robust 

against variations in viewpoint, facial expression, and illumination. DeepFace is included as a comparative baseline 

because it is a widely used open-source model that demonstrates reliable performance under suboptimal facial 

conditions. In this study, identity recognition performance is not evaluated in isolation but is integrated with an active 

anti-spoofing mechanism, as described in Algorithm 1, to ensure that only live and verified identities are accepted. 
 

Algorithm 1. Integrated Face Recognition and Liveness Verification Framework 

Input:  

Video sequence 𝑽 = {𝑭𝒕}𝒕=𝟏
𝑻  

Trained SVM classifier 𝒇(. ) 

Recognition threshold 𝝉𝒓 

Blink threshold  𝝉𝒃 

Output:  

Final decision 𝑫 𝝐 {𝑨𝒄𝒄𝒆𝒑𝒕, 𝑹𝒆𝒋𝒆𝒄𝒕} 

1: 

 
Frame Extraction 

𝑽 = {𝑭𝒕}𝒕=𝟏
𝑻   

2: Face Detection 

For each frame 𝑭𝒕: 

𝐵𝒕 = 𝐷(𝑭𝒕)  

 

If 𝐵𝒕 ≠ ∅, crop face region: 

𝑥𝒕 = 𝐶(𝑭𝒕, 𝐵𝒕)  

3: Feature Embedding 

Extract 512-dimensional embedding: 

𝑧𝒕 = 𝓕(𝑥𝒕),     𝑧𝒕 ∈ ℝ512  

4: Identity Classification 

Compute decision function: 

𝑦𝑡̂ = 𝑓(𝑧𝒕) = (𝑤𝑇𝑧𝒕 + 𝑏)  

 

Let classification confidence be 𝑝𝑡. 

Recognition indicator: 

𝐼𝒕 = {
1, 𝑝𝑡 ≥  𝝉𝒓 

0, 𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
 

5: Eye Landmark Detection  

Detect eye landmarks: 
(𝑝1, 𝑝2, 𝑝3, 𝑝4, 𝑝5, 𝑝6)𝑡 = ℒ(𝑥𝒕)  

6: Eye Aspect Ratio (EAR) 

𝐸𝐴𝑅𝑡 =  
‖𝑝2−𝑝6‖+‖𝑝3−𝑝5‖

2 ×‖𝑝1−𝑝4‖
  

7: Blink Detection 

For k consecutive frames: 

𝐿 = {
1, 𝑖𝑓 𝐸𝐴𝑅𝑡 <  𝝉𝒃 𝑓𝑜𝑟 𝑘 𝑓𝑟𝑎𝑚𝑒𝑠

0, 𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
  

8: Final Decision Rule  

𝐷 = {
𝐴𝑐𝑐𝑒𝑝𝑡,   𝐼𝒕 = 1 ∧ 𝐿 = 1

𝑅𝑒𝑗𝑒𝑐𝑡, 𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
  

9: Return D 

4. Results and Discussion 

4.1. Dataset Split and Validation Technique 

The dataset was partitioned using an 80:20 hold-out strategy, resulting in 120 images for training and 30 images for 

independent testing. Although the dataset comprises only 150 samples, it is important to emphasize that the 

convolutional neural network backbone (FaceNet) was not trained from scratch. Instead, it was utilized as a fixed 

pretrained embedding extractor. Consequently, the learning process in this study operates on 512-dimensional 

discriminative embeddings rather than raw image pixels. 
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In transfer learning settings, the number of required training samples is substantially reduced because high-level facial 

representations have already been learned from large-scale datasets during the pretraining phase. Therefore, the training 

stage in this work involves only the optimization of a linear Support Vector Machine (SVM) classifier in the embedding 

space, which requires significantly fewer samples compared to end-to-end CNN training. 

To ensure robust performance estimation, K-fold cross-validation was applied during the model development phase. 

This approach mitigates the risk of overfitting to a single data partition by repeatedly evaluating the model across 

multiple training–validation splits. It should be noted that cross-validation was used solely for model selection and 

internal validation. The final performance metrics were computed using the independent 20% hold-out test set, which 

remained completely unseen during training and model selection. 

Within this embedding-based recognition framework and controlled acquisition environment, the dataset size is 

considered methodologically adequate for evaluating classifier performance. Nevertheless, future studies may expand 

the dataset to assess scalability and robustness under more diverse real-world conditions. During K-fold cross-

validation, the dataset is randomly partitioned into k equal-sized folds. In each iteration, one-fold is used as the 

validation set while the remaining k − 1 folds are used for training. This process is repeated k times so that each fold 

serves as validation exactly once. The validation accuracies from all iterations are then averaged to obtain a reliable 

estimate of predictive performance. 

In the first scenario, the dataset contained 150 total images, and each fold contained 30 images. Therefore, the dataset 

was divided into 5 folds, and the training and validation process was conducted 5 times. The performance of the training 

and validation of each fold of the k cross-folds has been illustrated in table 1. 

Table 1. 5-fold Cross Validation Results 

Fold Accuracy FaceNet Accuracy Deepface 

1 100% 80% 

2 90% 83.33% 

3 100% 96.67% 

4 96.67% 80% 

5 100% 70% 

Average 97.33% 82% 

The classification model Testing FaceNet has a cross-validation k of 10. The dataset has been split into 10 subsets 

containing 150 data images each with 15 images in each. This process has been repeated 10 times for training and 

validation. The results for the cross validation of k 10 are shown in table 2. 

Table 2. 10-fold Cross Validation Results 

Fold Accuracy FaceNet Accuracy Deepface 

1 100% 86.67% 

2 100% 73.33% 

3 100% 93.33% 

4 93.33% 73.33% 

5 100% 93.33% 

6 100% 100% 

7 100% 86.67% 

8 93.33% 80% 

9 100% 80% 

10 100% 73.33% 

Average 98.67% 84% 
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Although FaceNet achieves consistently high accuracy across multiple folds, this result should be interpreted with 

caution due to the relatively small dataset size. To reduce overfitting, K-fold cross-validation was applied and FaceNet 

was used as a pretrained feature extractor without retraining network weights, which limits model memorization. 

During each fold, training and validation data were kept mutually exclusive to avoid data leakage. However, since all 

samples originate from the same acquisition environment, the model’s generalization to unseen conditions may be 

limited. Therefore, the reported results primarily reflect performance under controlled experimental settings, and future 

work will focus on evaluation using larger and more diverse datasets to further assess generalization capability. 

4.2. Confusion Matrix 

The confusion matrix shown in figure 6 is presented in normalized form, where each value represents the proportion 

of predictions for a given class, rather than absolute counts. A value of 1.0 indicates that all samples of a class were 

correctly classified, meaning the model accurately identified every instance of that class. A value of 0.5 indicates partial 

correctness, where half of the samples from the class were correctly classified, and the remaining samples were 

misclassified into other classes. This normalized approach provides a clearer understanding of the model's performance, 

particularly in cases where the model may have difficulty distinguishing between certain classes. 

 

Figure 6. Confusion Matrix 

In every confusion matrix, the main diagonal contains the number of correct predictions for each class. For FaceNet, 

the confusion matrix indicates 14 fully correct classifications and one partially correct classification, resulting in only 

a single misclassification case. This demonstrates that FaceNet is highly consistent in distinguishing between different 

student identities. In contrast, the DeepFace confusion matrix shows 8 correct classifications (1.0), and 5 are partial 

classifications (0.5), indicating that DeepFace struggled with some identities but was still able to partially classify them 

correctly.  

Overall, FaceNet achieves substantially higher performance than DeepFace, with an accuracy of 96.67% compared to 

70%. This indicates that FaceNet performs better than DeepFace because DeepFace might be having trouble with facial 

variations like expression and lighting conditions. Therefore, DeepFace is most likely worse because of high sensitivity 

in those areas. Thus, FaceNet is superior in face recognition, especially for applications that need high accuracy and 

stability. 

Although the FaceNet confusion matrix shows predictions that are highly concentrated along the diagonal, this result 

should be interpreted cautiously given the limited dataset size. The high normalized values indicate strong performance 

under the current experimental setup, but they may also reflect limited data diversity rather than full generalization 

capability. To prevent data leakage, training and testing samples were strictly separated, and FaceNet was employed 

as a pretrained embedding extractor without retraining model weights. Nevertheless, since the data originate from a 

controlled acquisition environment, the results primarily demonstrate robustness within this setting. Future work will 

include evaluation on larger and more diverse datasets to further assess generalization performance. 

4.3. Classification Reports 

The model’s predictive accuracy regarding the prediction of identities is assessed by using a classification report which 

contains precision, recall, and F1-Score as presented in table 3. 
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Table 3. Classification Report FaceNet and DeepFace 

FaceNet DeepFace 

 Precision Recall F1-Score Support  Precision Recall F1-Score Support 

Abi 1.00 1.00 1.00 2 Abi 0.29 1.00 0.44 2 

Alvin 1.00 1.00 1.00 2 Alvin 1.00 1.00 1.00 2 

Apta 1.00 1.00 1.00 2 Apta 1.00 0.50 0.67 2 

Fafa 1.00 1.00 1.00 2 Fafa 1.00 0.50 0.67 2 

Fahmi 1.00 1.00 1.00 2 Fahmi 0.00 0.00 0.00 2 

Fania 1.00 1.00 1.00 2 Fania 1.00 1.00 1.00 2 

Felix 1.00 1.00 1.00 2 Felix 1.00 1.00 1.00 2 

Hani 1.00 1.00 1.00 2 Hani 1.00 0.50 0.67 2 

Ken 1.00 0.50 0.67 2 Ken 1.00 1.00 1.00 2 

Muftah 1.00 1.00 1.00 2 Muftah 1.00 0.50 0.67 2 

Rafli 1.00 1.00 1.00 2 Rafli 1.00 1.00 1.00 2 

Rambe 1.00 1.00 1.00 2 Rambe 1.00 1.00 1.00 2 

Rizky 1.00 1.00 1.00 2 Rizky 0.00 0.00 0.00 2 

Ryan 1.00 1.00 1.00 2 Ryan 0.33 0.50 0.40 2 

Vico 0.67 1.00 0.80 2 Vico 1.00 1.00 1.00 2 

Accuracy  0.97 30 Accuracy  0.70 30 

Macro Avg 0.98 0.97 0.96 30 Macro 

Avg 

0.77 0.70 0.70 30 

Weighted 

Avg 

0.98 0.97 0.96 30 Weighted 

Avg 

0.77 0.70 0.70 30 

Overall, FaceNet achieves near-perfect precision, recall, and F1-scores for most identity classes. While this indicates 

strong discriminative capability of the pretrained FaceNet embeddings, such uniformly high performance should be 

interpreted with caution given the limited dataset size and the small number of samples per identity. The 

misclassification observed for label 8 (Ken), which resulted in reduced recall, indicates that the model is not entirely 

immune to identity confusion and suggests uneven performance across classes with similar facial characteristics. 

In contrast, DeepFace exhibits more varied precision and recall values across identities, reflecting a more conservative 

and realistic performance profile. The observed trade-off between precision and recall indicates that DeepFace is less 

prone to memorization but more sensitive to facial variations and class imbalance. 

It is important to note that each identity in this study is represented by a limited number of samples, which constrains 

the reliability of per-class metrics and may contribute to optimistic performance estimates. To reduce the risk of data 

leakage, training and testing sets were strictly separated, and both FaceNet and DeepFace were used solely as pretrained 

embedding extractors without retraining their internal parameters. Nevertheless, the reported results primarily reflect 

performance under controlled conditions, and further evaluation on larger and more diverse datasets is required to fully 

assess generalization capability. 

The t-SNE visualization as illustrated in figure 7 reveals that FaceNet does a better job of clustering the facelogs with 

clear separations between student identities, indicating that it is able to reliably discriminate faces with minimal overlap. 

In contrast, DeepFace shows more dispersed and less organized clusters, with noticeable overlap between student 

identities, which could be due to class imbalance and overfitting in the training phase. This suggests that FaceNet is 

more effective in clustering and identifying facelogs, whereas DeepFace struggles with class imbalance and may not 

perform as well in real-world scenarios where data distribution is more varied [31]. 
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Figure 7. T-SNE visualization FaceNet and DeepFace embedder 

The t-SNE visualizations provide a qualitative overview of the embedding distribution produced by each model. The 

visualization suggests that FaceNet embeddings tend to form more compact clusters associated with student identity 

labels, with less apparent overlap between different identities. In contrast, DeepFace embeddings appear more 

dispersed, with several identities exhibiting overlapping regions in the reduced feature space. These visual patterns 

suggest that FaceNet embeddings are more consistently grouped by identity compared to DeepFace. However, it is 

important to note that t-SNE is primarily a visualization tool, and these observations are intended as qualitative insights 

rather than quantitative measurements of clustering quality. 

4.4. Testing Using Different Video Frame Rates 

In this study, the performance of the face recognition system was evaluated at two different video frame rates, 15 fps 

and 30 fps. The primary performance indicator considered was recognition confidence, which reflects the classifier’s 

certainty in identifying a participant. As shown in table 4, the system achieved correct recognition at both frame rates, 

with confidence values remaining above the defined acceptance threshold. 

It should be noted that this evaluation focused on recognition reliability rather than computational latency or processing 

speed. Although higher frame rates such as 30 fps provide more frequent visual information, this study did not explicitly 

measure latency, processing time per frame, or real-time computational constraints. Consequently, no quantitative 

comparison of system responsiveness between 15 fps and 30 fps is reported. 

Nevertheless, the results demonstrate that the proposed system remains functionally stable at both frame rates, 

indicating its practical applicability in typical online examination scenarios. Future work will extend this evaluation by 

incorporating latency measurements and real-time performance analysis, including frame processing time and system 

responsiveness, to better assess deployment feasibility under different hardware and bandwidth conditions. 

Table 4. Testing Using Different Video Frame Rates 

No Name 
15 FPS 30 FPS 

Recognized Confidence Recognized Confidence 

1 Abi Yes 45.44 Yes 45.89 

2 Alvin Yes 33.09 Yes 35.26 

3 Apta Yes 40.39 Yes 41.77 

4 Fafa Yes 42.36 Yes 39.68 

5 Fahmi Yes 36.21 Yes 36.67 

6 Fania Yes 37.61 Yes 39.43 

7 Felix Yes 28.93 Yes 40.17 

8 Hani Yes 40.83 Yes 39.65 

9 Ken Yes 47.04 Yes 38.90 

10 Muftah Yes 44.91 Yes 45.09 

11 Rafli Yes 29.38 Yes 33.65 
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12 Rambe Yes 31.34 Yes 31.78 

13 Rizky Yes 52.13 Yes 52.30 

14 Ryan Yes 35.86 Yes 35.81 

15 Vico Yes 41.99 Yes 42.06 

4.5. Testing with Unrecognized Faces 

This test is conducted to evaluate the model's performance in dealing with unrecognized faces, i.e. faces that are not 

included in the training data. The model still carries out the detection process on the face video, but the final result is 

not expected to show a high confidence level, as an indicator that the model is not sure about the identity match. The 

confidence values presented in table 5 are derived from the SVM's probability output, which shows that all faces that 

are not recognized by the system produce a fairly low range of confidence values, ranging from 12.04% to 19.29%. 

These values consistently show a low confidence level, indicating that the system is able to distinguish between 

recognized and untrained faces. 

Table 5. FaceNet Testing with an Unrecognized Face 

No Name Recognized Confidence 

1 Identity 1 No 13.39 

2 Identity 2 No 13.92 

3 Identity 3 No 19.29 

4 Identity 4 No 19.22 

5 Identity 5 No 14.55 

6 Identity 6 No 12.04 

7 Identity 7 No 15.50 

8 Identity 8 No 16.89 

9 Identity 9 No 18.49 

10 Identity 10 No 17.09 

11 Identity 11 No 13.62 

12 Identity 12 No 15.80 

13 Identity 13 No 18.78 

14 Identity 14 No 14.42 

15 Identity 15 No 16.26 

4.6. Face Anti-Spoofing Test 

The face anti-spoofing test was conducted using a video containing footage of each student's face while blinking 

consciously in front of the camera. The model utilizes the EAR (Eye Aspect Ratio) measurement algorithm to detect 

changes in eye shape when opening and closing. The following results can be seen in Table 6. Based on Table 6, the 

test results show that all tested identities were successfully detected to blink correctly. The range of EAR values 

recorded varies for each individual, with the lowest value being 0.240, and the highest being 1.197. This range indicates 

that there is a significant change in eye shape during the blinking process that the model is able to recognize. 

The face anti-spoofing test is carried out using static images containing the faces of each student. This method aims to 

make the system able to distinguish which faces are real and which faces are fake faces through an eye blink detection 

approach. The following results can be seen in table 6. Based on table 6, a static image or fake face test was conducted 

to detect spoofing attempts by utilizing the EAR parameter. In this case, although the EAR value was detected below 

the threshold, there was no significant change in the EAR value over a period of 2 frames in a period of 10 seconds. 

This indicates the absence of eye blinking movement which is an indicator of liveness. Therefore, the system concludes 

that the face is a fake or spoofing face. Thus, the pro-gram can distinguish between a real face that moves and blinks 

and a static image that shows no signs of life despite having an EAR value close to the threshold. 



Journal of Applied Data Sciences 

Vol. 7, No. 1, January 2026, pp. 815-832 

ISSN 2723-6471 

828 

 

 

 

Table 6. Face Anti-Spoofing Test on Real Face and Fake Face (Static Image) 

No Name 
Real Face Fake Face (static image) 

Blink Detected Confidence Blink Detected Confidence 

1 Abi Yes 0.482 – 1.053 No 0.416 

2 Alvin Yes 0.260 – 0.634 No 0.638 

3 Apta Yes 0.440 – 0.838 No 0.681 

4 Fafa Yes 0.420 – 0.948 No 0.870 

5 Fahmi Yes 0.390 – 0.879 No 0.685 

6 Fania Yes 0.257 – 0.925 No 0.830 

7 Felix Yes 0.448 – 0.934 No 0.761 

8 Hani Yes 0.303 – 1.197 No 0.775 

9 Ken Yes 0.312 – 0.812 No 0.759 

10 Muftah Yes 0.468 – 1.039 No 0.724 

11 Rafli Yes 0.312 – 1.055 No 0.520 

12 Rambe Yes 0.271 – 0.909 No 0.707 

13 Rizky Yes 0.359 – 0.994 No 0.855 

14 Ryan Yes 0.453 – 0.742 No 0.675 

15 Vico Yes 0.240 – 0.797 No 0.696 

 

4.7. Threshold 

The determination of the threshold is done to provide a reference limit in the decision-making process by the system, 

both in recognizing facial identity and in detecting eye blinks as an indicator of liveness. This threshold value becomes 

the basis for distinguishing between conditions that are considered valid and those that are not, so that the system can 

work objectively and consistently on various data tested. 

From the test results, the confidence value used to determine the threshold is obtained from the prediction results of 

the classification model, namely the SVM. This model provides confidence for each recognized face class. This 

confidence value is a measure of how confident the model is that the face belongs to a particular class. From the test 

results in table 4 (Testing Using Different Video Frame Rates) and table 5 (Testing with Unrecognized Faces), the 

minimum confidence value for recognized faces was 28.93%, and the maximum confidence value for unrecognized 

faces was 19.29%.  

The result of this face threshold calculation is 24.11%. With this value, the system will only confirm a person's identity 

if the confidence of the prediction result is greater than 24.11%, thus minimizing errors in recognizing foreign or fake 

faces as illustrated in figure 8. 
 

 

Figure 8. Threshold determination in face recognition 

In face anti-spoofing, the EAR (Eye Aspect Ratio) value is used to measure the change in eye shape during blinking. 

EAR is calculated based on the distance between the landmark points around the eyes detected using the face detection 
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method and the landmarks from Dlib. From the data in Table 6 (Face Anti-Spoofing Test), the minimum EAR value 

when the eyes were open was 0.634, and the maximum EAR value when the eyes were closed was 0.482. The result 

of this EAR threshold calculation is 0.558. This value is used to determine when a blink is considered valid, which is 

when the EAR value drops below 0.558 and then rises again within a certain time, indicating the presence of real 

blinking activity from the subject. With this threshold, the system can distinguish between real humans and static or 

spoofed images as illustrated in figure 9. 

 

Figure 9. Threshold determination on face anti-spoofing 

4.8. Discussion 

The experimental results demonstrate that the embedding-based approach using FaceNet combined with a linear SVM 

classifier achieves superior performance compared to DeepFace under the tested conditions. The high accuracy 

obtained by FaceNet indicates that its learned feature representations are highly discriminative, even when applied to 

a relatively small dataset. This supports the effectiveness of transfer learning, where embeddings learned from large-

scale datasets can generalize well to controlled experimental settings with limited training samples. 

The performance gap between FaceNet and DeepFace suggests differences in embedding robustness. FaceNet appears 

to generate more stable feature representations under variations in pose and minor illumination changes. In contrast, 

DeepFace shows a higher number of partial or ambiguous classifications, which may indicate sensitivity to intra-class 

variation. These findings highlight the importance of selecting an embedding model that is not only accurate but also 

consistent across different facial conditions. 

The integration of liveness detection through Eye Aspect Ratio (EAR) further strengthens the reliability of the proposed 

system. By combining identity verification and blink-based liveness confirmation, the framework reduces the 

likelihood of spoofing attacks using static images. This dual-verification mechanism enhances system robustness, 

particularly for real-time authentication scenarios. 

However, several limitations should be acknowledged. First, the dataset size remains relatively small compared to 

large-scale face recognition benchmarks. Although transfer learning mitigates this limitation, performance in more 

diverse and unconstrained environments may differ. Second, the liveness detection mechanism relies solely on blink 

detection, which may be vulnerable to sophisticated spoofing techniques such as high-quality video replays. Future 

work may incorporate additional anti-spoofing strategies, such as texture-based analysis or depth estimation, to further 

improve security. 

Overall, the results indicate that FaceNet combined with a linear SVM classifier provides a reliable and computationally 

efficient solution for controlled face recognition applications. The addition of lightweight liveness verification makes 

the framework suitable for practical authentication systems requiring both accuracy and security. 

5. Conclusion 

This study demonstrates that FaceNet outperforms DeepFace in terms of face recognition accuracy and anti-spoofing 

performance. In 5-fold cross-validation, FaceNet achieved an average accuracy of 97.33%, and 98.67% in 10-fold 

cross-validation, while DeepFace showed a maximum accuracy of 84%. For anti-spoofing evaluation, a blink-based 

liveness detection approach using the Eye Aspect Ratio (EAR) was employed. Based on the conducted experiments 
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involving 15 participants and static image spoofing attempts, the system successfully distinguished live faces from 

spoofed images. No misclassification was observed within the tested dataset, indicating that all live faces were correctly 

recognized as genuine and all static image attacks were correctly identified as spoofed, even when the EAR value 

dropped below the threshold of 0.558. 

The system also demonstrated robust performance at varying frame rates (15 fps and 30 fps), maintaining accurate 

recognition with a confidence threshold of 24.11%. This further validated its ability to handle different video conditions 

effectively. In conclusion, FaceNet, in combination with Dlib’s blink detection, offers a reliable and effective solution 

for securing online exams. The system’s high accuracy in face recognition and anti-spoofing detection ensures stronger 

identity verification and helps prevent impersonation fraud, making online assessments more secure and trustworthy. 
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